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Abstract. Digital imaging continues its expansion into various ap-
plications. Spectral images are becoming more popular as one field
of digital imaging. At the same time, the economic and security as-
pects in the utilization of images are finding increased emphasis. In
this study, the authors apply a watermarking method for spectral
images, whereby embedding is based on the three-dimensional
wavelet transform. The authors study the influence of illumination to
the watermarked images. The authors also define how to estimate
an unknown illuminant. Experiments were performed on a dataset of
13 spectral images. These experiments indicate that the illumination
in spectral images should be established before watermarking, ow-
ing to the properties of the illuminants. Using the proposed
watermarking method, the embedded watermark is also robust to-
wards lossy compression. Guidelines for the parameter selection for
watermarking with the proposed approach are given. © 2008 Soci-
ety for Imaging Science and Technology.
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INTRODUCTION

There are basically two reasons for hiding additional infor-
mation in captured images. The first considers security is-
sues and the second considers economic issues." Security
issues include, e.g., watermarking for integrity control, veri-
fication of originality, copyright protection, and stegano-
graphy. For security, it is very important that the watermark
is not visible and that it cannot be detected or extracted
easily. The economic issues are related more to the utiliza-
tion of the images, e.g., copy control, identification, authen-
tication, and annotation. Now the watermark can be visible
in images or audible in sound, but still an incorrect or un-
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verified extraction process should yield unusable or incorrect
information. As such, watermarked images can be freely dis-
tributed, and one can develop methods that use these im-
ages. The final, reliable results from the methods can be
computed as soon as the original information is available.
From the viewpoint of the image database provider, the free
distribution of images may attract new clients and extend
markets for the images. From the viewpoint of the client,
methods can be developed and implemented as soon they
are ready, and the required original information can be
bought from the image database provider. The original in-
formation can be transmitted either as full, original images
or as secret keys for extracting the watermark from the freely
distributed watermarked images. In this approach both the
identification and the authorization processes can be main-
tained through proper watermarking. The secret keys should
be designed such that further distribution of the images by
the client is, in practice, impossible. A possible strategy
would be to include client-dependent information hidden in
a robust way within the spectral image.

In this study, we consider the case where a database
contains several spectral images which should be
watermarked for the economic reasons described above. The
watermarking system should embed a robust watermark. It
should be difficult to extract the watermark if the embed-
ding process is unknown. If extracted some other way, it
would also affect to the original information. Furthermore,
clients must be able to utilize various illuminants in the
visual range of the spectral images.

From the point of view of the database provider, the
data can be also be compressed in a lossy manner. The data
transmission and storage then requires less capacity, and still
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the client-side systems can be developed and implemented
with this free data. The target of this study is to show and to
give guidelines on how to perform watermarking of spectral
images with various illuminants and with various lossy com-
pression conditions.

Economic issues are becoming more important as digi-
tal imaging becomes dominant over analog modes. Digital
presentation allows preservation of the quality of images af-
ter image processing operations, copying can be done
quickly and easily, and the copy is identical to the original.
Digital watermarking offers a possibility for controlling ille-
gal copying or, more generally, access to the original digital
information. As a complementary part to cryptography, the
watermarking technique protects the data by embedding a
watermark in such a way that it does not disturb the image
in normal image perception or processing conditions or in
the system development. The embedded watermark can then
be extracted for the identified, authorized clients."”

Color image watermarking has been extensively
studied.”™ Several watermarking techniques have been de-
veloped for grayscale and RGB images. Some of the tech-
niques embed the watermark in the spatial domain; some
embed the watermark in a transform domain. Color image
watermarking has been studied mainly in RGB space or in
two-dimensional (2D) transform space.“i15

Spectral color imaging is an imaging method whereby
the color of an object is represented more accurately than in
traditional three-channel RGB images. Spectral imaging is
becoming a practical tool for various applications, e.g.,
in medical imaging, digital commerce, industrial quality
control, and maintenance of cultural heritage in digital
museums.'®

Watermarking images is an emerging method for sup-
porting intellectual property in digital media. If the human
visual system is used for measuring the embedding quality,
then it is easier to define embedding procedures that provide
robust watermarking without large visual changes in the im-
age. This approach is most general in watermarking color
images. For spectral images the requirements set by the vari-
ous applications may be very diverse. Again, for visual as-
sessment, watermarking is simpler. In classification applica-
tions it is too risky to rely on the results if they are obtained
from the modified spectral data, either through watermark
embedding or lossy compression. Thus, the original infor-
mation, or information with very limited loss through noise
removal, is needed for classification tasks. Typically, lossless
compression of spectral images provides compression ratios
from 3 to 5, depending on the image. With lossy methods,
compression ratios from 5 to 100 are achieved in practice.
Near-lossless methods, which mostly perform limited noise-
removal with lossy compression, have been shown to pro-
vide compression ratios from 5 to 10." Even though
watermarking may modify the original content of the image,
the intellectual property rights should be somehow man-
aged. This study defines the requirements for this reality
and, as such, provides a practical approach to watermarking
spectral images.
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Spectral imaging allows separation of the object reflec-
tance and illumination. A reasonable approach for a data-
base provider is to keep the reflectance data and then add
the illumination required by the client. This study considers
the joint operation of watermarking and illumination. Our
purpose is to provide guidelines on how to combine
watermarking and illumination.

In comparison to RGB images with three bands, spec-
tral images have many bands. The number of the bands
depends on the application. The normal range is from 8 to
256 spectral bands. Thus, spectral images have higher data
dimensionality compared to regular RGB images. A
watermarking technique especially designed for spectral im-
ages can utilize the high dimensionality of spectral images
and would, therefore, have advantages over application of
RGB or grayscale watermarking techniques to spectral
data.">">'®2! In this study we embed a grayscale watermark
in spectral images in the three-dimensional (3D) wavelet
transform domain as in Ref. 20, where the approach of using
a 2D grayscale watermark in spectral imaging was proposed.
We analyze the approach extensively and draw general con-
clusions. The size of the image database is 13 spectral
images.” Two of the images were remote sensing images and
seven were taken under laboratory conditions. The proper-
ties of the watermarking on this dataset are studied. The
results are usable for spectral image database providers who
can watermark and compress their images for general, free
distribution. Still they will have full control over the original
information, even though method or system development
and implementation for the clients is allowed.

The present report is organized as follows. In the fol-
lowing section, we describe the three-dimensional wavelet
transform. The next section contains the procedure for em-
bedding and extracting the watermark. The Lossy Compres-
sion of Watermarked Images section describes the compres-
sion procedure. The section entitled Illuminants for Spectral
Image Processing describes the illumination effects. In the
Experiments section we report the experiments on the il-
luminants and on compression. We then have the Discussion
section and in the Conclusions section.

THREE-DIMENSIONAL WAVELET TRANSFORM
In the one dimensional case, the wavelet transform f,,(a,b)
of a function f(#) can be presented as

t—b
fw(a)b) = |a|_(1/2) ff(t) ¢<T)dt> (1)

where y(t) is a mother wavelet with zero mean.”” The
mother wavelet i(t) is defined as a two-parameter function,

t—b
P (1) = a2y — ) (2)

allowing both scaling with parameter a and translation with
parameter b. The original function is recovered by the in-
verse wavelet transform,
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Figure 1. Threedimensional wavelet fransform schema. The coefficients a come from the low pass filtering
and the coefficients d from the high pass filtering. The transform is applied with two levels in the multiresolution.
The first level and the second level results in horizontal (h), vertical (v), and diagonal (d) dimensions, indicated

with their respective subscripts.

1 . 1
o= ﬂ Folas b)) dad )

with the admissibility condition C,=[(|¥(w)|*/w)dw <=
required to ensure that ¥(0)=0, where W(w) is the Fourier
transform of wavelet function yt).

There exist many families of wavelets. Most popular are
orthonormal and biorthogonal wavelets. For discrete signal
processing, the continuous wavelets ¢(f)with parameters a
and b are discretized and a multiresolution ladder is applied
to the signal. For higher dimensional data, the multiresolu-
tion is normally extended by separating the dimensions. The
wavelet transform carries the perfect reconstruction property
as seen from Egs. (1)—(3). In digital signal processing the
continuous functions (¢At),f(t)) are replaced by discrete val-
ues (wavelet filter h, image I) and the filtering is performed
using convolution. For the definition of the filter 4, the con-
tinuous parameters a and b in Eq. (3) are discretized for
efficient computation.

Spectral images are three-dimensional signals with two
spatial dimensions and one spectral dimension. The spatial
dimensions contain the visually seen structures, and the
spectral dimension presents the reflectance spectrum con-
nected to each pixel. In the three-dimensional separable case
the wavelet is

%1,k1,j2,k2,j3,k3(x1,xz,xs) = l//jl,kl(xl) wjz,kz(xz) Uiz g3 (x3),
(4)

where ;;(x;) is a one-dimensional orthonormal discrete
wavelet basis as 4, =27"2(277—k). Each dimension of the
image is dilated separately. Thus, the original spectral image
of size N,»N,-N, is filtered into octants of size N,/2, N, /2,
N,/2 (see Figure 1). Here Ny- N, is the number of pixels in
the spatial dimension and N, is the number of bands in the
spectral dimension. In practical applications, the image size
is 2"2"2b, where n and m reflect the spatial sizes and b the
spectral size. If this requirement is not met, then the image is
padded to this size.
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EMBEDDING AND EXTRACTING A WATERMARK
The wavelet transform has received increasing popularity in
watermarking applications."'*'*****2% The wavelet trans-
form is a general tool in space-frequency analysis of signals.
In addition, it is performed with a multiresolution approach
that has correspondence to the human visual system.” These
profound properties of the wavelet transform also make it a
suitable system for watermarking where the robustness and
the perception of watermarks must be considered. In the
wavelet transform domain it is possible to control the sub-
bands where the watermark is embedded providing control
over the robustness of the watermark. The strength in em-
bedding can be adjusted to control the visibility of the wa-
termark. The extraction may be blind or nonblind (see the
Extraction subsection), depending on the requirements of
the application.

In this study, the watermark is a grayscale image. Now
the database provider can add this visual watermark, which
is easily recognized by humans. Thus, the client is conscious
of the watermark but can still develop applications using this
freely available watermarked data. On the other hand, the
database provider may embed a fragile watermark. Then the
purpose is to keep track of the integrity of the images. Now
the information or, more exactly, the original information
containing a fragile watermark, may be freely available, but
the client is not allowed to modify the information in any
fashion. Any modification of the information, e.g., low-pass
filtering, lossy compression, band manipulation, and crop-
ping, can be detected with a fragile watermark.

The embedding/extraction process in this study consid-
ers both of these cases. The embedding will be controlled by
a strength parameter and a band-selection to receive the
required degree of the robustness.

Embedding

Compared to RGB images, spectral images have higher di-
mensionality of the spectral data for each spatial location.
This gives us more possibilities for watermarking purposes.
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The watermark can be a binary image, a grayscale image, or
even another spectral image. In this study, we used a 2-bit
grayscale image as a watermark. The embedding procedure
follows the method described previously:*’

(1) The original spectral image is transformed to 3D
wavelet domain.

(2) The original watermark is transformed to 2D wave-
let domain.

(3) The values of the transformed watermark are added
to the values of the transformed spectral image.

(4) The watermarked spectral image is reconstructed
using the inverse 3D wavelet transform.

The watermark is embedded in the 3D wavelet trans-
form domain. First, a three-dimensional wavelet transform
I,,, of the spectral image I is computed. Then a two dimen-
sional wavelet transform W, of the watermark W is com-
puted. For both transforms we used a biorthogonal, sym-
metric wavelet with six and two taps in the analysis phase.
The spatial size of the watermark is equal to the spatial size
of the transformed approximating sub-band block B,,, of the
image. This block B,,, is composed of the eight blocks a,,
dgt, dve, dyd, die, did, @iy, and d%, as displayed in Fig. 1
for the 3D wavelet transform with two levels. Thus, the size
of the spectral image, the size of the watermark, and the
number of levels in the transforms should match. The trans-
formed values of the watermark W, are added to the values
of the transformed block B,,, of the spectral image, resulting

to the watermarked block B,,, ,,,, as

Bwt,wm = Bwt ta- th’ (5)

where « is a weighting coefficient.

For each pixel of the watermark, a suitable band b from
the transformed block B,,, is selected. The band holding the
median of the respective pixels among all the bands in block
B, is selected to store the pixel of watermark. In this way we
try to ensure that the watermark is neither stored in a high-
energy nor in a low-energy transformed bands of an image.
In the previous case, the watermark would be visible or
clearly noticeable, and in the latter case, too fragile in com-
pression of the watermarked image. Still, after this defini-
tion, it is possible to control the robustness of the water-
mark. The strength of the watermarking is controlled by a
weighting coefficient a, which is calculated as a multiplica-
tion of two parameters as

a=a; - a,. (6)

The first parameter a; is selected such that it accounts for
the visual response in a band-wise manner. The parameter
a; depends on the frequency content of the wavelet trans-
formed block B,,,”® and it is calculated with respect to a
contrast sensitivity function of the band in order to mini-
mize perceptual error in the watermarked image, as

VS

=, )

maXy\Sp
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Sy= 2, Clu,v)|Fy(u,v)]?, (8)
Yu,v
C(u,v) — 5.056—0.178(u+v)(60.1(u+v) o 1)’ (9)

where C(u,v) is the contrast sensitivity matrix with frequen-
cies u and v, F,(u,v) is the discrete Fourier transform of the
band b in the block B,, and S, contains the band-wise
average values of the sensitivities. The final values for «; are
received through scaling of the original values S,

The parameter «, controls the strength of the water-
mark. The larger the parameter «; is, the stronger the em-
bedding may be. The values for this parameter are defined
experimentally. In the experiments we studied the influence
of @, on watermarking. Increasing the value of @, makes
embedded watermark more robust, but at the same time the
difference between the original image and the watermarked
image is increasing. Thus, the parameter «, acts as a param-
eter for the database provider to control the strength of the
watermark. The first parameter ¢, is defined such that both
targets, a robust watermark and a fragile watermark, are still
available. The parameter a; then controls the embedding
strength for each band b in the block B,,,, which is needed to
maintain automatic control based on the visual content of
band b. The parameter value «, is then fixed by the user.
Even though for a given image the parameter «, remains
constant, the embedding still respects the band-wise con-
tents of the image.

In the last phase of the embedding procedure, the spec-
tral image now containing the watermark is reconstructed by
the inverse 3D discrete wavelet transform (DWT). Since the
watermark is embedded in the low frequency sub-band in
the transform domain, then in the inverse transform the
energy of the watermark is spread over all parts of the re-
constructed spectral image due to the energy compaction
property of the wavelet transform.

Extraction

There are two ways to extract the watermark. The first ap-
proach is non-blind, it requires the original image for detec-
tion and extraction. This approach is suitable when a fragile
watermark is inserted and the database provider wants to
verify that the information is unmodified. Thus, the
watermarked image and the original image are available. On
the other hand, at purchase of the original spectral image,
the client has to download the full image and for her, this
type of watermark extraction is not relevant.

Now the watermark extraction is an inverse operation
to the embedding procedure. The three-dimensional wavelet
transforms I,,, and I,,, ,,,,, are calculated both for the original
image I and for the watermarked image I,,,,, respectively.
Then, the difference in the transform domain contains the
watermark
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Figure 2. An example of a watermarked image. Value for the parameter: a,=1.0. (a) Original image, RGB
reconstructed. (b) Watermarked image, RGB reconstructed. (c) Original watermark. (d) Extracted watermark.
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wtywm th’ (10)
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where B,,,,,, is a block containing the watermark. As the
database owner knows the bands b of the block B,
where the watermark pixels were embedded, and the
strengths a; and a,, the 2D watermark W,,, in the transform
domain can be reconstructed by collecting the correspond-
ing values from the known bands b. Then the 2D inverse
wavelet transform will finally output the watermark W, ,,,,..
The second approach to watermark extraction is blind.
This approach has similarities to the watermarking using
pseudo-noise sequences.’ The database provider sends a se-
cret key to the client and then the client is able to remove the
watermark from the watermarked image. The symbolic pre-
sentation for watermark extraction derived from Eq. (5) is

B,,= Bwt,wm —a-W,,. (1 1)

The client has the watermarked image and she can per-
form the wavelet transform on it receiving the watermarked
block B,,,,.,- Then the secret key contains the information
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required for the extraction: the embedding bands b for each
pixel of the watermark, their corresponding strengths «; and
a,, and naturally the watermark W,,,. With the information
given, the client can obtain the original image for further
processing. The database provider will get the economic
benefit through selling the secret keys. The secret key can be
defined such that it totally removes the watermark or, if
necessary, the information in the key can be designed such
that a fragile watermark or some client-dependent informa-
tion still remains in the image. With this approach, the client
is not able to distribute the information further. If the image
was originally compressed in a lossy manner, the secret key
can also contain the additional information to reconstruct
the original spectral image.

In Figure 2, we show an example of a watermarked
spectral image. The original watermark and the extracted
watermark are also shown. For the visualization, the corre-
sponding RGB-images from the spectral images were com-
puted. The reconstruction was done using CIE XYZ basis
functions with D65 light model. The parameter a; was cal-
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culated according to Eqs. (7)—(9), the control parameter «,
was set to unity.

Compared to the original image, the visual quality of
watermarked image is good, visual inspection cannot detect
any differences between the RGB images. In the embedding,
the quality of the watermarked image, measured as the
signal-to-noise ratio (SNR; see below), was 35 dB. The ex-
traction process can fully reconstruct the watermark which is
why the original watermark and the extracted watermark
appear similar.

The watermark in this study is a visual watermark. It
contains information derived from the database provider.
There are two purposes in using this kind of watermark. The
first purpose is to embed the watermark with a high strength
such that the watermark is visible in the image. The extrac-
tion of the watermark would then make the spectral image
unusable since incorrect extraction would change the origi-
nal information. The second purpose is to use it as a fragile
watermark where the changes can be easily visually detected.

LOSSY COMPRESSION OF WATERMARKED

IMAGES

The database provider may compress the original spectral
images for various purposes: to maintain the capacity of the

20 20 (W (i) -

watermarked image is measured using the signal-to-noise
ratio SNR,,, defined as

Ek 02] OE =0 Wm ’j’k)
21]:]:20 Zj:};) Ei:)i) (Iwrn(i’j’k) - I(i’j) k))z ’
(12)

where 1,,,,(i,j,k) is the value of a pixel with spatial coordi-
nates (,j) of the band k of the watermarked image, and
I(i,j,k) is the value of a pixel with the same coordinates of
the original image. SNR was selected since it is a common
measure in image compression; it describes the quality in the
sense of energy preservation. The visual quality of a
watermarked spectral image would be of interest, but visu-
alization of a spectral image is not straightforward. One ap-
proach is to compute band-wise visual measures and average
them over all bands, but then the band-wise qualities are lost
and the overall result incurs similar problems to SNR.

The watermark in this study is visual. Due to the lack of
the correspondence between SNR and the human visual sys-
tem, the correlation coefficient (cc) was computed as a qual-
ity measure between the original watermark and the ex-
tracted watermark defined as

SNRjpg = 10 logyg

wm) (Wrwm(171) rwm)

Wiom ’])

Jz'" S

communications channel for free download, to provide a
larger selection of images in a limited storage capacity, or
even to perform noise removal with the lossy compression
approach.

One purpose of this study is to define a reasonable
range for parameter a,. To find this range, we study the
robustness of the embedded watermark with a lossy image
compression procedure. A standard approach for the lossy
compression of spectral images is based on PCA-wavelet
compression.” To reduce the spectral dimension, principal
component analysis (PCA) is applied to the spectra of the
images. Compression is achieved by selecting only a limited
number of principal components. The selection is based on
the importance of the components. The resulting principal
images are compressed with a two-dimensional wavelet-
based method, in this study we used the implementation
called Kakadu.”®” The spectral images are then recon-
structed by multiplying the restored principal images by the
corresponding principal vectors. The original spectral im-
ages were watermarked and, thus, the watermarked spectral
images were compressed with PCA-wavelet approach in a
lossy manner.

The following measures were used to evaluate the qual-
ity of the reconstruction.” The quality of the reconstructed
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, (13)

where W, is the original watermark and W,,,, is the ex-

tracted watermark, W,,,, and W,,,, are the respective means
calculated over all pixels. SNR acts as an energy measure
between the two images and cc shows the statistical similar-
ity between them.

ILLUMINANTS FOR SPECTRAL IMAGE PROCESSING
The database provider stores the reflectance or radiance
spectra of the images. Depending on the client’s require-
ments, the effects from illumination can be added to the
spectra, i.e., the viewing conditions change the perceived
color of the spectrum. External illumination can be compen-
sated through convoluting the spectra of the image with the
spectrum of the illuminant.

In the preliminary tests, a set of standard light sources
are used with the spectral images.” The characteristics of the
standard light sources are shown in Figure 3. The length of
each spectrum was 32 channels. For further experiments the
light sources “A”, “D65,” and “F11” were selected. Light
sources “A” and “D65” represent typical illumination con-
ditions for incandescent light and daylight, respectively. The
spectral characteristics for “A” emphasize red and limit blue
colors; “D65” emphasizes greenish colors. In general, they
have smooth transitions from one wavelength to another.
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Figure 3. Relative spectral radiance factors of the standard light sources for different visible light wavelengths.

Similar characteristics can be seen also with illuminants “B”,
“C,” “D50.” The F-series represent fluorescent lamps, typical
illuminants in office conditions. They have sharp peaks at
predefined wavelengths thus providing totally different

illumination compared to illuminants “A” and “D65.”
We selected illuminant “F11” to represent this family of
illuminants.
030502-7
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EXPERIMENTS

Three scenarios for the illumination and watermarking were
evaluated. In the first two scenarios the illumination was
added by the database provider. The third case is different
from the previous two: the illumination is added by the
client, and now the database provider is not aware of the
light model used by the client. The client has the
watermarked image available and she can modify it through
illumination for her applications.

We had two basic approaches. In the first approach, the
illumination was added before the watermarking and, in the
second, the illumination was added after the watermarking.
Details of all the practical scenarios are

(a) Scenario 1. Illumination before watermarking by
the database provider: the original spectral image I
is multiplied by the illuminant L, and then the re-
sulting image I; is watermarked to become image
I war Then lossy compression is performed on the
watermarked image Iryy, to output the image
It wacre- The watermark WM, is extracted from
the image I; yy; orc and compared to the original
watermark WM.

(b) Scenario 2. Illumination after watermarking by the
database provider: the original spectral image Iis
watermarked to become image Iy, and then mul-
tiplied by the illuminant L; the output is Iy, ;. The
resulting image Iy, ; is lossy compressed and re-
constructed to image Iys; cre- The watermark
WM, is extracted from the reconstructed image
Iyar.cire and compared to the original watermark
WM.

(¢) Scenario 3. lllumination after watermarking by the
client: the original spectral image I is watermarked
to become image Iy, by the database provider.
Then the watermarked image Iy, is compressed in
a lossy manner to image Iy, c/re. That image can
be downloaded from the database provider. The cli-
ent may apply illuminants L, depending on her ap-
plications; the resulted image is Iy crcr- The
database provider can extract the watermark
WM, from the image, but the model for the il-
luminant is unknown. The estimated illuminant L,
can be defined using the original image I and the
watermarked, compressed, and illumination multi-

p]led 1mage IWM,C/RC,L'

The proposed embedding procedure was applied to
watermarking. In the experiments, 13 spectral images were
watermarked and then compressed with different bit rates.
The embedded watermark was extracted from the recon-
structed watermarked images. The SNR was calculated be-
tween the original image and the watermarked image. Qual-
ity of compression was also calculated as SNR. For the
extracted watermark, the correlation coefficients between the
original and extracted watermark were calculated.

The original spectral images had different numbers of
bands and different spatial sizes. We normalized all the im-
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Table I. Compression parameters: number of principal components in speciral domain,
bit-rate in spatial wavelet compression as bits/pixel/band and the actual compression
ratio.

PCA components Bitrate in wavelet comp. Compression ratio (CR)

18 5 57
14 3.03 12.0
10 2.03 25.1
6 1.68 503
4 1.25 100.6

ages before watermarking in order to have a constant spatial
size and a constant number of bands. The spatial size of the
normalized spectral images was 256 X 256 pixels. The num-
ber of bands was 32. As a watermark, we used a grayscale
image with a spatial size of 128 X 128 pixels; see Fig. 2(c). All
images, both the original spectral images and the watermark,
were normalized to range [0,1]. All computations were per-
formed using floating point values. In the wavelet compres-
sion the data was quantized to 16-bit resolution.

The compression procedure described in the Lossy
Compression of Watermarked Tmages section was applied to
the watermarked images. The number of principal compo-
nents for the spectral domain of the image varied for differ-
ent compression ratios. In the spatial domain, the lossy
wavelet transform compression with various bit rates was
used. In Table I we have collected the compression param-
eters. These values reflect a typical selection of compression
parameters between the PCA compression and the wavelet
compression.27

As the first task, a reasonable range for the watermark’s
strength controller a, should be found. A large value would
mean strong embedding and, thus, it would yield a visible
watermark in the image. A small value would result in weak
embedding and, thus, fragile watermarking. As such, robust
watermarking would mean relatively strong embedding
without visible or otherwise annoying errors in the
watermarked image. In this experiment we used a relatively
large set of spectral images, but the results were averaged to
define only one common value of a, for all images.

Scenario 1. Illumination Before Watermarking by the
Database Provider

This experiment was described as Scenario 1. Various values
for a, were applied to embedding, and the compression ra-
tios as described in Table I were applied.

The results are shown in Figures 4-6 as a function of
the strength control parameter «,. The results are averaged
over 13 spectral images. The embedding quality is shown in
Fig. 4. The quality of embedding as the signal-to-noise ratio
was calculated between the two spectral images, namely, be-
tween the illuminated image I; and the watermarked image
I war. Figure 5 contains the compression quality in the left
column, and the extraction quality in the right column.
The former was calculated using the images I; y», and
It wa.cre and the latter with watermarks WM, and WM. In
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Figure 4. Quality in watermark embedding as SNR as a function of a;. SNR is less than 15 dB for illuminant

F11 for ap>2.5.

Fig. 6 we show an example of visual reconstruction quality.
An RGB image was computed from the spectral image using
CIE XYZ basis functions with light model “D65”. The RGB
image is in the left column and the extracted watermark is in
the right column.

According to the computations, the reasonable range for
a, would be 0.5<a,<2.0. With smaller values the embed-
ding is too weak against compression and the quality of the
extracted watermark is too low for registration. Values larger
than a,>2.0 would output an image with visible evidence
of the watermark. The RGB images in Fig. 6 do not show
visible degradation due to watermarking. The band-wise in-
spection of the spectral image reveals that with «,>2.0
there is a watermark embedded. At higher compression ra-
tios, the extraction quality of the watermark deteriorates as
is evident from Fig. 5. The choice of the watermark strength
o, is illumination dependent. In general, high quality of a
watermarked image is achieved with SNR>35 dB. The cor-
relation coefficient of the extracted watermark should be at
least cc=0.6 for reliable watermark extraction, either visually
or computationally. Based on these requirements we found
that for the illuminants “A” and “D65” a watermark strength
close to a,=1.0, and for the illuminant “F11” a watermark
strength close to a,=0.5 gave results where these orthogonal
requirements are both met with sufficient quality. At the
same time the compression ratio CR should be kept reason-
able, i.e., CR<25.

Scenario 2. Illumination After Watermarking by the
Database Provider

This experiment was described as Scenario 2. The strength
parameter a, was varied and the results are shown in Figures
7-9 as a function of the parameter a,. The results are aver-
aged over the 13 spectral images. The embedding quality is
shown in Fig. 7 for all illuminants, “A”, “D65”, and “F11”.
Now the embedding does not depend on the illuminant. The
quality of embedding as SNR was calculated between the
images I and Iy,,. Figure 8 contains the compression quality
in the left column and the extraction quality in the right
column. The former was calculated using the images Iy ;
and Iy cre and the latter with watermarks WM, and
WM. In Fig. 9 an example of visual reconstruction quality is
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shown. An RGB image was computed form the spectral im-
age. The RGB image is in the left column and the extracted
watermark is in the right column.

As seen from Fig. 7, the illumination has a stronger
effect on the watermarked image than does either the com-
pression or the control parameter «,. The effect of compres-
sion is larger than in the previous case’ (see Fig. 8). The
extraction quality of the watermark is not as high as in the
previous case (see Fig. 8 and 9). The quality of the RGB
image is still good. Visual changes are not present at low
values of a,; with a,=2.0, there are visible errors in yellow,
red, purple, and green rectangles, in the center of the image
as shown in Fig. 9.

In Figure 10 the bandwise images from one test image
are shown. The band numbers are 4, 9, and 32, representing
blue, blue-green, and red wavelengths. There are visible de-
fects in the spectral bands. In this experiment we set
a,=2.0, and the compression ratio was CR=12.0.

In band 4, the error appears as blurring; it is spread in
larger areas inside the patches, especially in the mid-gray
patches. In band 9, the rays of the watermark can be seen in
the light patches, e.g., see the second patch on the second
row of band 9. In band 32, the errors exist as individual
errors from incorrect wavelet coefficients. There are both
abrupt contrast changes and changes in the uniformity of
the patch gray level. The changes in Fig. 10 are visible but
they are not too large for application development. The cli-
ent can get nearly reliable results, but at the same time she is
aware of the manipulated values in the images. From the
database owner’s point of view, she has full control over the
data, and she is able to remove the effect of the illumination
before watermark extraction. Thus, the extracted water-
marks are of high quality (see Fig. 8). The compression af-
fects the extraction quality more heavily, and the compres-
sion ratio should be kept limited, i.e., CR<<12.

Scenario 3. Illumination After Watermarking by

the Client

This experiment was described according to Scenario 3. The
strength parameter a;, was varied and the results are shown
in Figures 11-14 as a function of the parameter «,. The
results are averaged over 13 spectral images. The embedding
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Figure 6. Example of embedding and exiraction. llluminant "D65”. The lossy compression ratio was

CR=12.0. (@) ay=0.5, cc=0.531. (b) ap=1.0, cc=0.661. (c) ap=2.0, cc=0.754
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Figure 7. Quality in watermark embedding as SNR as a function of a;.

quality is shown in Fig. 11 the embedding is illuminant in-
dependent. The quality of embedding as SNR was calculated
between the images I and Iy, An estimate L, for the il-
luminant L is needed. In this case, L, was calculated from the
band-wise ratios between the original image I and the image
Iwwm.cire,- In Fig. 12, there is an example of the quality of
the estimated illuminant L,. Two cases are shown. In
Fig. 12(a), the embedding parameter was a,=1.0 and
CR=5.6. In Fig. 12(b) the value of the embedding parameter
was a,=8.0 and CR=100.1. These values were selected to
represent extreme cases of estimation. For lower values of
a,, the estimation would be even more exact.

As soon as the estimated L, is available, this scenario
returns to the case where the illumination effect is not
present. Thus, the compression quality and extraction qual-
ity remain similar for all illuminants. In Fig. 13 the compres-
sion quality is shown in (a) and extraction quality in (b).
The former was calculated using the images Iy, and
I crrer and the latter with watermarks WM, and WM. To
be precise, the image Iy c/re is not only the watermarked
and the compressed image, but it also contains some error
from the estimated L,. As seen from Fig. 12, this error is very
small compared to the error from compression. In Fig. 14,
an example of visual reconstruction quality is shown. An
RGB image was computed from the spectral image. The
RGB image is in the left column and the extracted water-
mark is in the right column.

This scenario illustrates the case where the database
owner allows free download of the watermarked and lossy
compressed spectral images. The images are close to the
original, but there are differences due to manipulation
through watermarking and lossy compression. Using the
proposed approach for illuminant estimation, the database
owner can still verify the contents of the images. The experi-
ments give guidelines for parameter selection. For the esti-
mated illuminant, even high compression ratios are allowed
with strong embedding. The watermark becomes visible
(i.e., SNR>35 dB) when a,>1.0. Larger values allow em-
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bedding of a visible watermark. Smaller values result in a
fragile watermark. The change in extraction quality towards
the lower values of a, is rapid (see Fig. 13). Again, the com-
pression should be kept limited, CR<<12.

DISCUSSION

We considered a technique for embedding a watermark into
a spectral image. The quality of the watermarked image and
the quality of the extracted watermark is controlled by pa-
rameter a,.

In this study we considered the effect of the illumina-
tion of the watermarked images. We considered three sce-
narios: illumination before watermarking, illumination after
watermarking performed by the database owner, and
watermarking before illumination by the client. Based on the
experimental results for 13 spectral images, we find reason-
able ranges for the embedding strength «, for different il-
luminants. We also studied whether the illumination affects
the watermarking and vice versa.

In the first scenario, a spectral image was multiplied by
the illuminant, then watermarked. The watermark is
extracted from the reconstructed image and compared to the
original one. According to the experiment the reasonable
range for a, would be 0.5<a,<<2.0. With smaller values,
the embedding is too weak against compression and the
quality of the extracted watermark is too low for registra-
tion. For the values larger than a,>2.0, the watermark be-
comes visible in the spectral image. As can be seen in Fig. 5,
the choice of the watermark strength a, is slightly illumina-
tion dependent. We found that for the smooth illuminants
“A” and “D65” watermark strength 0.5< e, <<2.0, and for
the peaky illuminant “F117 the watermark strength, a,
should not be larger than unity. Even with this value the
quality of embedding is very low. The compression has
greater impact with smooth illuminants “A”, “D65” than
with “F117, which is due to the watermarking approach. For
“F117 the watermark is in the same coefficients as the energy
of the image. For smooth illuminants, the watermark is
spread among various coefficients and they gradually vanish
in lossy compression. This similarly applied to the embed-
ding. Since the strength becomes larger, then the effect of the
watermark also becomes larger for these wavelet coefficients.
Thus for “F117, the quality of the embedding degrades faster
with compression.

In the second scenario, a spectral image was first
watermarked, then illuminated, and finally compressed. The
watermark is extracted from the reconstructed image and
compared to the original. The results show that the quality
of the watermarked image and the quality of the extracted
watermark depends more on the illumination than on the
parameter a, or the compression. For the illuminants “A”
and “D65”, the visual quality of the extracted watermark is
good for a, in the range [0.5, 2]. For the illuminant “F117,
the extracted watermark is not visible for «,<2.0. For
values lower than «,<1.0, compression heavily affects
extraction. Thus, for “F11” a reasonable range would be
1.0< a, <2.0.
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Figure 8. Quality dependence on a;. Left column: SNR for the compression of the image. Right column:
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Figure 9. Example of embedding and extraction. llluminant "D65”. The lossy compression ratio was

CR=12.0. (a) ap=0.5, cc=0.439. (b) ap=1.0, cc=0.589. (c) ap=2.0, cc=0.643.

In the third scenario, the image was watermarked and case, we estimated the illuminant; the proposed estimation is
compressed in a lossy manner. Then the client added the simple and of high quality. In this case the extraction returns
illuminants she needed in her applications. As such, the il- to the case when the watermark is extracted from the com-
luminants were unknown to the database owner. For this pressed image with some error from the estimated il-
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()

Figure 10. Bandwise images. Left column: bands from the original image. Right column: bands from the
watermarked image. (a) Band 4. (b) Band 9. (c) Band (32).
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Figure 13. Quality dependence on a;. (a) SNR for the compression of
the image. (b) Correlation coefficient for the exiracted watermark. See
text for the images in quality computation.

luminant: In that sense, the error of the estimated illuminant
is very small and the extraction is accurate. The error comes
mostly from artifacts due to lossy compression.

In the experiments the comparisons between the images
were considered. It is not reasonable to compare the original
image and the image with the illuminant added. In this case
the error measured as SNR or measured as a visual differ-
ence is large. In principle, the error is proportional to the
distance from the illuminant to white. This error dominates
over the error contributions from watermarking or from
lossy compression.

The current approach to watermarking also is suitable
when the watermark can be visually detected. Even then, the
watermarked image can be used for application development
and implementation purposes.

CONCLUSIONS
Spectral color imaging is becoming a practical tool in many
applications. In this study we embedded a grayscale water-
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Figure 14. Example of embedding and extraction. llluminant “D65”. The lossy compression ratio was

CR=12.0. (a) a3=0.5, cc=0.394. (b) a,=1.0, cc=0.583. (c) ay=2.0, cc=0.643.
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mark in a spectral image in the three-dimensional wavelet
transform domain. The properties of the watermarking on a
set of spectral images were studied. We studied especially the
robustness of the embedded watermark to different illumi-
nation conditions. Also, the compression of the water-
marked images was studied.

We considered three scenarios of illumination of the
watermarked image. For all cases an applicable range of em-
bedding strength was defined. This strength range provides
adequate visual quality of the extracted watermark, while the
quality of the watermarked spectral image is still high. The
proposed approach normalized both the image and the wa-
termark before embedding. Use of SNR as a quality measure
for spectral images under different illumination conditions is
not totally reliable due to significant changes in image spec-
trum: average changes are still small, but there may be large
changes present in specific color channels which are visually
annoying. Methods for evaluating the quality of the image
with respect to the changes in color will be considered in the
future, to find a better alternative.

[Mumination has a large effect on the content of the
image. The computational results confirm that the database
provider should add the effect of illumination before embed-
ding the watermark in the image. The qualities of both the
watermarked image and the extracted watermark are higher.
This is further emphasized as compression is applied to
these images. If the database owner will add only the water-
mark, then the proposed approach can be used successfully
to estimate the illuminant.

This study considered only the illumination and the
lossy compression as attacks against the watermarked im-
ages. A normal operation with spectral images that is not
present with RGB images is bandwise cropping. The ap-
proach is this study detects band cropping in the extraction
process using the size information of the image. If there are
not a required number of bands, the extraction process will
not output the watermark. Thus, bandwise manipulations,
like changing, mixing, and ordering, cannot be noticed with
this approach. The solution for this problem lies in more
heuristics in the embedding and extraction processes or in
more intelligent watermarking. Other attacks include secret
key-based extraction and reverse engineering. With RGB im-
ages, it is reasonable to include an invisible, client-based,
light-weight watermark, which is appropriate owing to the
application of the images; they are mostly viewed by hu-
mans. With spectral images the computational approaches
are more regular and the manipulation of the images can be
detected in computational applications. For spectral images,
the computational invisibility should be established, and the
watermarking of spectral images should be designed for the
appropriate quality metric.
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