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INTRODUCTION

With rapidly developed network technologies and computing technologies,
network-centric computing has become the core information platform in our
private, social, and professional lives. This information platform is dependent
on a computing and network infrastructure, which are increasingly homoge-
neous and open. The backbone of this infrastructure is the Internet, which is
inherently insecure and unreliable. With an ever-accelerating trend of integrating
mobile and wireless network infrastructure, things become worse. This is because
wireless radio links tend to have much higher bit error rates, and mobility also
increases the difficulty of service quality management and security control. The
increased complexity of the platform and its easy access has made it more vul-
nerable to failures and attacks, which in turn has become a major concern for
society. Traditionally there are two different communities separately working on
the issues of dependability and security. One is the community of dependability
that is more concerned with nonmalicious faults [1-4], to name one of just a few.

1 This work is supported by ARC Linkage Projects LP0455324 and LP0455234. For further informa-
tion, please email the authors at: { jiankun, pbertok, zahirt}@cs.rmit.edu.au.
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The other is the security community that is more concerned with malicious
attacks or faults [b, 6].

Dependability is first introduced as a general concept covering the attributes
of reliability, availability, safety, integrity, maintainability, etc. With ever-increasing
malicious catastrophic Internet attacks, Internet providers have realized a need
to incorporate security issues. Effort has been made to provide basic concepts
and taxonomy to reflect this convergence [7-9]. The original integration effort
was to form a joint committee on “Fundamental Concepts and Terminology” by
the Technical Committee (TC) on Fault-Tolerant Computing of the IEEE CS, and
the IFIP WG 10.4, “Dependable Computing and Fault Tolerance” [7, 10]. Security
has been added as an attribute of the class of intentional malicious faults in the
taxonomy of faults [10]. Avizienis et al. [7] has provided a very comprehensive set
of basic concepts and taxonomy of dependable and secure computing. Jonsson
[9] has proposed a system model that views environmental influence as the system
input, and system behavior as the system output.

Measures for security and dependability have also been discussed. Based on
the work by Avizienis et al. [7], and Jonsson [9], we propose a framework that can
generically integrate dependability and security. This chapter does not intend to
cover every detail of dependability and security. It places major relevant concepts
and attributes in a unified feedback control system framework and illustrates the
interaction via well-established control system domain knowledge. Furthermore,
the framework has included discussions on lower-level security techniques, such
as techniques for confidentiality, authenticity, etc., which have not been addressed
in depth in prior work [7, 9]. In this chapter, Section 6.2 provides basic concepts
and related work, proposed framework is given in Section 6.3, taxonomy and illus-
tration of the major concepts and attributes under the proposed framework are
provided in Section 6.4, and Section 6.5 provides a discussion on the means to
attain dependability and security.

BASIC CONCEPTS AND RELATED WORK

In this section, we present basic concepts relevant to the discussion of dependable
and secure computing. We also present relevant work in this field.

Dependability

Traditionally, dependability is defined as the users’ justifiably trustworthiness on
the ability of a system delivering the service to the users [7, 11, 12]. An alternate
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definition of the dependability of a system is a system’s ability to avoid service
failures that are more frequent and more severe than is acceptable [7]. Although
there exist many different ways describing dependability, a consensus view is
to describe dependability via threats, attributes, and means. A typical top-level
ontology of the dependability is shown in Figure 6.1 [12].
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Under this ontology, faults, errors, and failures are causes of producing
threats to dependability that may arise from physical imperfections in a system,
external disturbance, mistakes made during specifications, designs, development,
operational activities, etc. Threats can also be intentional and hostile. Means are
mechanisms to avoid and reduce threats plus recovery from the consequence
of threats. Attributes refer to characteristics with respect to dependability, which
include [12]:

1. Availability: Readiness to provide a set of services at a given time.
2. Reliability: Ability to provide uninterrupted service.
3

. Safety: Ability to provide services without the occurrence of catastrophic
failures.

4. Maintainability: Ability of a system to support fault removal and service
restoration and undergo change.

5. Confidentiality: Ability to prevent unauthorized access to and/or handling of
information.

6. Integrity: The absence of improper alterations of information.

This framework has made a major step in classifying dependability issues and also
made an attempt of integration of security and dependability. However, security
issues are still treated as a rather standalone component and have not been
adequately addressed.

Integration of Dependability and Security

In order to integrate dependability and security, one needs to understand essen-
tial security issues. Security is a very broad issue even under the context of a
networked environment, which is the focus in this chapter. Normally, security
has been described via attributes of confidentiality, integrity, and availability [7].
Confidentiality refers to the absence of unauthorized disclosure of information.
Integrity refers to the absence of unauthorized alteration of systems or infor-
mation. Availability refers to readiness for service. Security issues involve many
concepts and technologies including cryptography, networking, and intrusion
detection. For more background on security techniques, interested readers are
referred to Chapter 2 of this book and Stallings [13]. This chapter focuses more
on the framework that integrates dependability and security.

Due to the enormous complexity and vast broad areas of dependability and
security as well as the rapidly evolving technologies, integrating dependability
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and security is a challenging and ongoing effort. Avizienis et al. [7] and
Jonsson [9] have proposed a system view to integrate dependability and security
that uses system function and behavior to form a framework. A schema of
the taxonomy of dependable and secure computing is proposed, as shown in
Figure 6.2 [7].

Although this taxonomy and framework are discussed under the context of a
system interacting with its environment, there seems to be a lack of a cohesive
and generic integration. Jonsson [9] has made an attempt to provide a more
generic integration framework by using an input-output system model. In this
scheme, faults are introduced as inputs to a system and delivery of service and
denial of service are considered as system outputs. However, it is still difficult to
illustrate the interactions among many other components. Overall, both system
models proposed by Avizienis et al. [7] and Jonsson [9] are open-loop systems
that are unable to provide a comprehensive description of the interaction rela-
tionship. For instance, there is no mechanism showing the relationship between
fault detection and fault elimination in a system. In Section 6.3, we propose a new
framework to address these issues.
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PROPOSED TAXONOMY AND FRAMEWORK

In this section, we propose a feedback control system (Figure 6.3) as a framework
that can generically integrate dependability and security. Key notations and
concepts for the illustration of this framework are also provided.

Key Notations of the Feedback Control System Model

The following are conventional notations of feedback control systems. They are
tailored whenever needed for our framework.

Control system: A system that is under control, normally under regulators’
control, to achieve the desired objectives.
Desired trajectory: Desired objectives normally specified by the user.

Disturbance: Anything that tends to push system behavior off the track is consi-
dered a disturbance. A disturbance can occur within a system or from the external
environment.

Feedback: Use of the information observed from a system’s behavior to
readjust/regulate the corrective action/control so that the system can achieve the
desired objectives.

Feedback control system: A control system that deploys a feedback mechanism.
This is also called a closed-loop control system.

Filter: A mechanism retrieving a system’s state to deliver output perceived by

the user.
disturbance
Desired /L
trajecto error output
J 3 @ regulator system U filter

feedback

Feedback control system.
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Open-loop control system: A control system without a feedback mechanism.

Regulator: A mechanism that can combine the input/users’ instructions and
feedback information to take corrective control actions to make a system’s beha-
vior achieve its desired objectives.

System: A composite constructed from functional components. The interaction of
these components may exhibit new features/functions that none of the composite
components possess individually.

System output: System behavior perceived by the user.

Definitions of Basic Concepts of Dependability and
Security within the Proposed Framework

Correct service: Delivered system behavior is within the error tolerance
boundary.

Desired service: Delivered system behavior is at or close to the desired
trajectory.

Error: Deviation of system behavior/output from the desired trajectory.

Error tolerance boundary: A range within which the error is considered accept-
able by a system or user. This boundary is normally specified by the user.

Fault: Normally the hypothesized cause of an error is called fault [7]. It can be
internal or external to a system. An error is defined as the part of the total state of
a system that may lead to subsequent service failure. Observing that many errors
do not reach a system’s external state and cause a failure, Avizienis et al. [7] have
defined active faults that lead to error and dormant faults that are not manifested
externally.

Service failure or failure: An event that occurs when system output deviates from
the desired service and is beyond the error tolerance boundary.

DEPENDABILITY, SECURITY, AND THEIR ATTRIBUTES

The original definition of dependability refers to the ability to deliver a service
that can be justifiably trusted. The alternative definition is the ability to avoid
service failures that are more frequent and severe than is acceptable. The concept
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of trust can be defined as accepted dependence, and dependability encompasses
the following attributes [7]:

+ Availability: Readiness for correct service. The correct service is defined as
what is delivered when the service implements a system function.

*+ Reliability: Continuity of correct service.
4+ Safety: Absence of catastrophic consequences on the users and environment.
+ Integrity: Absence of improper system alterations.

+ Maintainability: Ability to undergo modifications and repairs.

Security has attributes of confidentiality, integrity, and availability. In this
chapter, it is assumed that a system does have concern about the security
and has reasonable security mechanisms in place. Confidentiality, however,
is absent from the above interpretation of dependability. Interestingly, other
attributes, such as authenticity and nonrepudiation, are not considered in
the previous work. Avizienis et al. [7] merged the attributes of dependability
and security together, as shown in Figure 6.2. Similarly, the above attributes
can be reframed as follows under the proposed framework that is shown in
Figure 6.3:

4+ Availability: Readiness for correct service. The correct service is defined
as delivered system behavior that is within the error tolerance
boundary.

+ Reliability: Continuity of correct service. This is the same as the conventional
definition.

4+ Safety: Absence of catastrophic consequences on the users and the environ-
ment. This is the same as the conventional definition.

+ Integrity: Absence of malicious external disturbance that makes a system output
off its desired service.

+ Maintainability: Ability to undergo modifications and repairs. This is the same
as the conventional definition.

+ Confidentiality: Property that data or information are not made available to
unauthorized persons or processes. In the proposed framework, it refers to
the property that unauthorized persons or processes will not get system output
or be blocked by the filter.

+ Authenticity: Ability to provide services with provable origin. In other words,
the output can be verifiably linked to a system.

+ Nonrepudiation: Services provided cannot be disclaimed later. In our model,
once the system provided an output, there is no way to deny it.
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Note that authenticity and nonrepudiation have not been addressed before in
the security and dependability framework [7, 11, 12]. These two attributes do not
fit into conventional attributes of availability, confidentiality, and integrity (ACI)
of security. It seems difficult to include authenticity as a part of ACI. However, we
observe that the authenticity issue connects to any of the availability, confidential-
ity, and integrity problems. Hence, itis more appropriate to express authenticity as
an intermediate event toward security faults and also a means to achieving security
and dependability. Similarly, it is difficult to include the nonrepudiation as part
of ACI. However, unlike the authenticity issue, nonrepudiation problems do not
necessarily lead to any of problems of availability, confidentiality, and integrity.
Therefore, it seems appropriate to classify nonrepudiation as an independent
attribute. An expanded security and dependability tree is given in Figure 6.4.

Taxonomy of Faults

In the conventional framework, a fault is defined as a cause of an error. Under
the proposed approach, a failure is linked to the error that is outside of the
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error tolerance boundary and is caused by a fault. As for the classification of
faults, the most popular method is to categorize them as either malicious or
nonmalicious [7].

According to the conventional definition, malicious faults have the objective
of altering the functioning of a system during use [7, 9]. Hence “exploit” is clas-
sified as operational, external, human-made, software, and malicious interaction
fault. Intrusion attempts are also considered as faults. This approach has several
flaws. For instance, people often exploit their own system security vulnerability
in order to identify security loopholes that do not represent a “malicious objec-
tive.” Exploit events are not always faults. Some harmless intrusions that are just
designed for fun do not damage a system and do not have malicious objective to
interfere with the normal operation of the system. Even if we consider such a fun
exercise as malicious, it does not affect the correct service or cause a service error.
A fault claim does not fit the definition of faults.

Avizienis et al. [7] has also proposed eight elementary fault classes.
However, the combination of these elementary fault classes can generate nonexist-
ing faults. To address this problem, three major partially overlapping groupings,
namely, development faults, physical faults, and interaction faults, are introduced
in Avizienis et al. [7]. The framework suffers from the problem of classifying
nonmalicious activities or errorfree activities as malicious faults. We attempt to
provide a set of elementary fault classes with minimum overlapping. An intuitive
choice is to start with classes that have minimum overlap. We start with two classes,
namely, human-made faults (HMF) and nonhuman-made faults (NHMF).

HMF

Human-made faults result from human actions. They include absence of actions
when actions should be performed (i.e., omission faults). Performing wrong
actions leads to commission faults. Avizienis et al. [7] have categorized human-
made faults into two basic classes: malicious faults and nonmalicious faults. They
are distinguished by the objective of a developer or of the humans interacting with
a system during its use. An exploit activity is classified as malicious fault. As men-
tioned above, this classification originated from the fault-analysing community
and does not integrate well with security. We propose the following new defini-
tions and classifications. HMFs are categorized into two basic classes: faults with
unauthorized access (FUA), and other faults (NFUA).

Faults with unauthorized access (FUA). This class attempts to cover traditional
security issues. We investigate FUA from the perspective of availability, integrity,
and confidentiality. Nonrepudiation events normally have the authorized access
and hence do not fit in the FUA category.
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FUA and confidentiality. Confidentiality refers to the property that information
or data are not available to unauthorized persons or processes, or that unautho-
rized access to a system’s output will be blocked by the system’s filter. Apparently,
confidentiality faults fit FUA nicely and can be regarded as a subclass of FUA.
Confidentiality faults are mainly caused by access control problems originating
in cryptographic faults, security policy faults, hardware faults, and software faults.
Cryptographic faults can originate from encryption algorithm faults, decryption
algorithm faults, and key distribution methods. Security policy faults are normally
management problems and can appear in different forms (e.g., as contradicting
security policy statements).

FUA, integrity, and authenticity. Integrity is referred to as the absence of malicious
external disturbance that causes a system to produce incorrect output. This devi-
ated output can be the result of component failure, but can also be linked to
unauthorized access. An integrity problem can arise if, for instance, internal data
are tampered with, and the produced output relies on the correctness of the data.
Integrity problems are related to but different from authenticity problems, as in
the latter case where output produced somewhere else is attributed to the sys-
tem regardless of correctness. As an example, a person-in-the-middle attack can
produce integrity and authenticity faults by altering a message or by producing a
totally new one. A confidentiality fault can also occur, if the person-in-the-middle
attack gains access to confidential information. This example illustrates that one
incident can result in different types of faults.

FUA and availability. Availability refers to a system’s readiness to provide cor-
rect service. Availability faults can be human-made or nonhuman-made. A typical
cause of such faults is some sort of denial of service (DoS) attack that can, for
example, use some type of flooding (SYN, ICMP, UDP, etc.) to prevent a system
from producing correct output. The perpetrator in this case has gained access
to a system, albeit a very limited one, and this access is sufficient to introduce a
fault. Most viruses and worms also interfere with availability when executing. Some
malware that is activated remotely might turn a system into a zombie or sleep-
ing agent. System availability is reduced, sometimes to zero, when these zombies
are activated by a perpetrator, when at other times the system is normally avail-
able. While availability is affected only temporarily, the fault (i.e., the malware), is
continuously present in the system.

Many FUA faults aim at making system output deviate from its desired tra-
jectory and beyond tolerance. At other times, the fault is unintentional (e.g.,
the result of an operator error). To make a clear distinction between these
two cases, we introduce a new concept not discussed elsewhere: malicious
attempt fault.
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Malicious attempt fault has the objective of damaging a system. A fault is
produced when this attempt is combined with other system faults. From the per-
spective of elementary security attributes—availability, confidentiality, integrity,
and nonrepudiation—we classify malicious attempt faults according to their
aims as:

1. Intention to disrupt service (e.g., DoS attack).
2. Attempt to access confidential information.
3. Intention to improperly modify a system.

4. Having gained services.

Note that a malicious attempt fault is not a real fault unless it is combined with
other faults.

NFUA. There are human-made faults that do not belong to FUA. Most of such
faults are introduced by error, such as configuration problems, incompetence
issues, accidents, etc. Fault detection activity, including penetration testing, is not
considered to be a fault itself, as it does not cause system output to deviate from
its desired trajectory. Nonrepudiation fault also belongs to the NFUA category, as
it normally has an authorized access.

Nonhuman-made faults (NHMF). NHMF refers to faults caused by natural phenom-
ena without human participation. These are physical faults caused by a system’s
internal natural processes (e.g., physical deterioration of cables or circuitry), or
by external natural processes. The latter ones originate outside a system but cross
system boundaries and affect the hardware either directly, such as radiation, or via
user interfaces, such as input noise [7]. Communication faults are an important
part of the picture. They can also be caused by natural phenomena. For exam-
ple, in communication systems, a radio transmission message can be destroyed by
an outer space radiation burst, which results in system faults, but has nothing to
do with system hardware or software faults. Such faults have not been discussed
before in the existing literature.

From above discussions, we propose the following elementary fault classes, as
shown in Figure 6.5. From these elementary fault classes, we can construct a tree
representation of various faults, as shown in Figure 6.6.

Figure 6.7 shows different types of availability faults. The Boolean opera-
tion block performs either “Or” or “And” operations or both on the inputs.
We provide several examples to explain the above structure. We consider the
case when the Boolean operation box is performing “Or” operations. F1.1
(a malicious attempt fault with intent to availability damage) combined with
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software faults will cause an availability fault. A typical example is the Zotob
virus that can lead to shutting down the Windows operation system. It gains
access to the system via a software fault (buffer overflow) in Microsoft’s plug-and-
play software, and attempts to establish permanent access to the system (back
door). F1.1 in combination with hardware faults can also cause an availability
fault. F7 (natural faults) can cause an availability fault. F1.1 and F8 (networking
protocol) can cause a denial of service fault. Figure 6.8 shows the types of integrity
faults.

The interpretation of S2 is similar to that of S1. The combination of F1.2
and F2 can alter the function of the software and generate an integrity fault.
Combining F1.2 and F4 can generate a person-in-the-middle attack and so on.
Figure 6.9 shows types of confidentiality faults.

The interpretation of S3 is very similar to those of S1 and S2. Combination
of F1.3 and F2 can generate a spying type of virus that steals users’ logins and
passwords. It is easy to deduce other combinations.

Now let us look at the complex case of a Trojan horse. The Trojan horse
may remain quiet for a long time or even forever, and so it will not cause service
failure during the quiet period. This is hard to model by conventional frameworks.
Within our framework, we need to observe two factors first for the classification.
The first factor is the consequence of introducing the Trojan horse, that is,
whether it causes a fault or combination of faults, such as availability, integrity,
and confidentiality faults. If there is no consequence (i.e., no service deviation
error) after introducing it then it is not considered as a fault. This conforms to
the basic definition of faults. The second factor is whether the intrusion belongs to
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Tree representation of faults.

a malicious attempt. Apparently, a network scan by the system administrator is not
considered as a fault. When the objective of a Trojan horse is not malicious and it
never affects system service, it is not considered as a fault in our framework. Such
scenarios have not been addressed properly in many other frameworks where
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exploit-type activities are characterized as faults even though they may never cause
service deviation. If, however, a Trojan horse has a malicious attempt fault and
does cause service deviation, then it is considered as a fault classified by S1, S2,

and S3 components.

Because a service failure is mainly due to faults, we concentrate our discussion
on faults and means to attain fault prevention, fault tolerance, fault detection, and

fault removal in this chapter.
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THE MEANS TO ATTAIN DEPENDABILITY AND SECURITY

Fault Prevention

Fault prevention is a very general engineering practice and encompasses very
broad areas including software, hardware, etc. A comprehensive discussion of this
issue is beyond the scope of this chapter. Prevention is better than “curing,” which
is also true here. In security-related faults, prevention is paramount. In reducing
confidentiality faults and integrity faults, fault prevention is a must and perhaps
the only effective mechanism as it faces an unknown proactive effort to create
confidentiality and integrity faults. This effort may be made by the most knowl-
edgeable people with enormous resources (e.g., the National Security Agency).
The most effective fault prevention mechanism to reduce confidentiality and
integrity faults is the deployment of powerful cryptographic schemes. This refers
to minimizing cryptographic faults F4. It is also important to manage crypto-
graphic schemes (F5) to further reduce the faults. Cryptographic schemes can
provide encryption, thatis, a mathematical transformation of the information into
an unintelligible form. Only legitimate users with a decryption key can decrypt the
encrypted information, which provides confidentiality. As shown in Figure 6.3, it
is equivalent to blocking the system output by using the filter. Only users with
authorized access to the filter can get access to the information needed.
Although an encryption/decryption mechanism is most powerful and also a
required component in providing confidentiality, encryption alone is not enough
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to provide integrity faults prevention. This is because in a network environment,
people can still cause integrity faults even though they do not have the crypto-
graphic key. A typical case is a replay attack, in which previous legitimate messages
are replayed to cause integrity faults even though the attackers do not have the
cryptographic key. Authentication and related digital signatures are very effective
schemes addressing these issues.

Authentication is a technique used to verify the communicating party
for who it claims to be. Digital signature is based on authentication tech-
niques and mainly used for nonrepudiation purposes. Similar to handwrit-
ten signatures, a digitally signed message is expected to meet the following
requirements [13]:

1. The recipient can verify the claimed identity of the sender.
2. The sender cannot later repudiate the contents of the message.

3. The recipient cannot possibly have concocted the message him- or herself.

For more details of cryptography, network security, access control, etc., and
their latest development, see Chapters 2 and 3.

In general, cryptographic-based authentication techniques have a built-in
weakness. They are all based on the possession of a certain cryptographic key. This
will lead to several security issues. First, the protocol can only verify that the com-
municating party is the one who has possessed the right key. However, it cannot
verify that the communicating party is the genuine user. Secondly, this key is hard
to maintain without any risk of leakage and also can be lost. When human beings
are involved, biometric authentication seems to be an excellent solution. Biomet-
rics refers to the automatic identification of a living person based on physiolog-
ical (fingerprint, face, hand geometry, iris) and/or behavioral (voice, signature,
keystroke dynamics) characteristics. Biometric identification is preferred over tra-
ditional methods involving passwords and PINs (personal identification numbers)
for various reasons, mainly that biometric information cannot be used by anyone
other than the individual, it cannot be lost or forgotten, it can be used by an
illiterate person, and, in conjunction with smart cards, biometrics can provide
strong security.

Various types of biometric systems are being used for real-time identifi-
cation [14-18]. Of all the biometric techniques, fingerprint-based authentica-
tion is one of the most mature and proven [14]. Most of biometric authen-
tication protocols are virtually matching issues in the sense that they care
about whether the input biometrics match the template biometrics, which does
not address other problems such as replay attacks, etc. Han et al. [17] have
proposed a hybrid crypto-biometric protocol that can be used in the network
environment. This scheme still needs to transfer the key for the recovery of the
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fingerprint image, which can be a weak point. The ideal case is to use biometric
features directly as cryptographic keys. However, this is still an unresolved chal-
lenging issue as biometric features tend to not be precise while conventional cryp-
tography requires accuracy on the cryptographic keys [18]. New security protocols
are continuously being developed, and new methods to ensure confidentiality and
authenticity under different circumstances are published regularly.

Fault Tolerance

A fault will generate a service error. Hence, fault tolerance aims to maintain error
within the error tolerance boundary when faults occur, which is also called failure
avoidance. Referring to our proposed framework shown in Figure 6.3, fault toler-
ance means that a system tries to regulate system output so thatit keeps track of the
desired trajectory even when internal and/or external disturbances are present. It
is observed that the fault tolerance in our framework needs a regulator to control
system output. The operation of a regulator relies on the error information gen-
erated from the feedback. This clearly indicates that fault tolerance needs both
error detection and regulation. Although it is not new to consider fault tolerance
being composed by both error detection and recovery [7], a generic integration
of them as illustrated in this chapter is new. In our framework, error detection
and recovery (regulation) are no longer two independent components as pro-
posed in the existing literature [7]. Instead, a regulator needs the error as its
input. Our proposed framework provides a better integration of these notions in
a generic and seamless way. One common fault tolerance example is router mal-
function. When a router error is detected, the system will use the backup router
to regulate/recover the system back to the normal operation.

Fault Removal

Fault removal and fault forecasting are normally considered separately [7]. Fault
removal is considered during system development and system use. During the
development phase, fault removal consists of three steps: verification, diagnosis,
and correction. During the system use phase, fault removal is considered as cor-
rective or preventive maintenance. Corrective maintenance aims to remove faults
that have produced one or more errors that have been reported. Preventive main-
tenance aims to uncover and remove faults before they might cause errors during
normal operation. Fault forecasting is done by evaluating the system behavior with
respect to fault occurrence or activation. In this chapter, we do not treat them
separately as such. We attempt to integrate them under the proposed unified
framework.
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We consider that verification, diagnosis, and correction are ongoing and can
happen during normal system use. In real-life applications, it is always a good
practice to periodically perform verification, diagnosis, and correction. A typical
example is the frequent use of “ping” to diagnose network faults during system
use. In the proposed framework, sending a “ping” can be interpreted as the
input, and the error observed is used to identify faults. For instance, a “not alive”
ping reply from a certain, supposedly active server may indicate faults with the
Server.

System behavior evaluation is also an ongoing process. The evaluation is per-
formed either in passive ways or in proactive ways. In passive ways, system behavior
may be evaluated unconsciously by what users perceive. Testing is a typical proac-
tive way of system behavior evaluation. Intrusion (including virus, worms, etc.)
detection systems (IDS) always evaluate system behavior to identify intrusions,
and may directly block and eliminate the intrusions, or alert the system admini-
strator to do so. Generally, intrusion detection techniques can be classified into
two categories: misuse-based intrusion detection and anomaly-based intrusion
detection.

Misuse-Based Intrusion Detection

This technology retrieves intrusions’ features/signatures and establishes a library
for the collection of such intrusions. When a particular signature is detected, it is
interpreted as an intrusion and is removed from the system. We consider this as
evaluating system behavior against a list of predefined system behavior. This can
also be called deterministic evaluation. This technique is very effective in detecting
known intrusions, but poor in detecting unknown intrusions.

Anomaly-Based Intrusion Detection

This technique first builds a profile for a system’s normal behavior and then
compares operational system behavior with this nominal profile. If a significant
deviation is found, an intrusion is announced. This technique is ideal for detect-
ing unknown intrusions but current methods still have a high false rate. The
fundamental principle behind such techniques is probabilistic evaluation. Much
research effort has been concentrated on the hard-to-detect and malicious intru-
sions that modify an existing program [19-23]. It involves many PC viruses such
as zotob and zombies.

Itis interesting to observe that anomaly-based intrusion fault removal is quite
similar to fault tolerance, as anomaly-based intrusion detection also needs to detect
an error and then use this error to regulate the system output. However, misuse-
based intrusion detection is different. It is not confined to detecting an error that
has already happened; it can remove faults that have not caused errors yet.
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CONCLUSION

In this chapter, a framework has been proposed for the integration of depend-
ability and security. The major contribution of this chapter is to introduce a
feedback system to link various concepts and attributes of dependability and
security. The framework can help generate relevant taxonomies in a generic and
seamless way. Many important concepts and attributes of dependability and secu-
rity have been illustrated via this framework. Unlike conventional malicious fault
classification, we proposed a new concept of malicious attempt fault. This mali-
cious fault is not considered as a real fault unless it combines with other faults
that lead to downgrading a system’s performance. Such classification provides
a more accurate description of dependability and security. Authenticity and
nonrepudiation have also been included into the framework. Extensive coverage
of low-level techniques has been given under the context of means of achieving
fault prevention. Biometric authentication techniques have also been introduced
as the latest development in this field. Various intrusion detection techniques have
also been addressed as a means of achieving fault removal.
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