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The problem of monitoring and characterizing net-
work traffic arises in the context of a variety of net-
work management functions. For example, consider
the five functions defined in the OSI Network Man-
agement Framework [20.1], i.e., configurationman-
agement, performance management, fault manage-
ment, accounting management and security man-
agement. Traffic monitoring is used in configura-
tion management for tasks such as estimating the
traffic demands between different points in the net-
work, so that network capacity can be allocated to
these demands. In performance management, traf-
ficmonitoring can be used to determinewhether the
measured traffic levels exceed the allocated network
capacity, thus causing congestion or delays. When
a fault occurs in the network, traffic monitoring is
used in fault management to help locate the source
of the fault, based on changes in the traffic levels
through the surrounding network elements. In ac-
counting management, traffic monitoring is needed
to measure the network usage by each customer,
so that costs can be charged accordingly in terms
of the volume and type of traffic generated. Finally,
network traffic monitoring can be used in security
management to identify unusual traffic flows, which
may be caused by a denial-of-service attack or other
forms of misuse.

SCADA systems are widely used for monitoring
and controlling industrial systems including power
plants, water and sewage systems, traffic control, and
manufacturing industries. The security of SCADA
networks is an important topic today due to the vital
role that SCADA systems play in our national lives
in providing essential utility services. Pervasive In-
ternet accessibility at industrialworkplaces increases
the vulnerabilities of SCADA systems because this
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makes it possible for a remote attacker to gain con-
trol of, or cause disruption to the critical functions
of the network.

In this chapter, fundamentals of network traf-
fic monitoring management have been introduced
in a systematical framework. Advanced technolo-
gies have been studied based on published literature
including our own published research work [20.2].
Application of network traffic monitoring manage-
ment to SCADA system security has been investi-
gated. This chapter intends to be a comprehensive
reference in the field of network traffic monitoring
management. It can be used as a reference for aca-
demic researchers and also as a suitable textbook ref-
erence for senior undergraduate students and post-
graduates for networking management and network
security courses.

This chapter spans the fields of network traffic
analysis and data mining, which are both extensive
fields in their own right. In order to provide a fo-
cus, we first describe the relevant background to our
problem in network traffic analysis, and then de-
scribe work from the data mining community that
is related to this problem.

We begin in Sect. 20.1 by describing the gen-
eral types of traffic analysis problems that arise in
the context of managing the Internet. In particu-
lar, we emphasize the problems of measuring traffic
volumes and traffic mixtures. Traffic volume mea-
surements can help identify large flows that are im-
portant because of their impact on provisioning,
accounting and performance management of the
network. On the other hand, traffic mixture anal-
ysis helps in understanding the complex nature of
the traffic and identifies patterns in usage that may
be useful for fault detection and security manage-
ment.

In Sect. 20.2, we then describe the relevantmeth-
ods for collecting the raw observations for network
traffic data. In the context of network traffic data,
we limit our survey of the types of traffic data to
packet headers (Sect. 20.2.3) and NetFlow traces
(Sect. 20.2.4), and exclude any survey of packet pay-
load analysis for identifying patterns of user behav-
ior. In payload analysis the content of the packets
are analyzed to reveal low-level information about
the nature of the traffic. However, there are two
problems associated with trying to read packet con-
tents for analysis. First, due to an increase in pri-
vacy and security concerns many protocols now
support cryptographic measures to prevent man-

in-the-middle attacks and unwanted interception of
data over insecure media, thus making the packet
payload unavailable for analysis. Second, even if the
packet payload is available as plain text or decrypted
for analysis, processing the payload is resource in-
tensive and not scalable with the rate that packets ar-
rive for medium to fast connections. Consequently,
we limit our attention to packet headers and Net-
Flow traces.

In Sect. 20.3, we focus on related work to the
problem of analyzing the mixture of traffic on a net-
work, which is the focus of our chapter. Of particular
relevance is the problem of monitoring significant
aggregates of traffic, in order to identify the types of
aggregate flows that are utilizing the network. One
particular approach that is widely used in this con-
text is frequent itemset mining. In Sect. 20.4, we
discuss frequent itemset clustering for traffic mix-
ture analysis. In particular, we examine how a fre-
quent itemset clustering tool, AutoFocus [20.3], gen-
erates traffic clusters based on uni-dimensional and
multi-dimensional frequent itemset clustering. We
also analyze its space and time complexity both the-
oretically and with the help of an illustration. Fi-
nally, in Sect. 20.5 we describe the architecture of
a SCADA network and identify key sensor posi-
tions for monitoring network traffic to and from the
SCADA network.

20.1 Fundamentals of Network Traffic
Monitoring and Analysis

20.1.1 What Are the Traffic
Measurement Problems?

Traffic measurement is a well-established field of
telecommunications research. Early work in this
field (e.g. [20.4–6]) focused on the circuit-switched
telephone network. In this environment, informa-
tion about the duration of a call, its origin and
destination points, and its route are usually well-
defined, and the centrally managed switching and
signaling infrastructure provide a platform for
collecting this network traffic data.

In contrast, the Internet is a packet-based and
highly decentralized network. The design of the In-
ternet has aimed to minimize the amount of higher
layer information and connection state data that
needs to be kept within the network layer. When
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coupled with the highly decentralized structure of
the Internet, this has created major challenges for
network managers of IP networks. If users experi-
ence packet delay or loss, there is no intrinsic sup-
port to identify the route those packets took. This
creates a challenge for effective performance and
fault management. Similarly, it can be difficult to an-
alyze patterns of customer usage because service in-
formation is kept in application clients or servers,
rather than in the network.

As a consequence, in many network manage-
ment functionswe are forced to infer patterns of user
activity indirectly, by analyzing the type of data that
is directly available to network operators – namely
network traffic traces. This need to infer patterns of
user activity has stimulated research into a range of
new traffic analysis problems. We divide these traf-
fic analysis problems into four main categories: traf-
ficmatrix, traffic volume, traffic dynamics and traffic
mixture measurement. Let us summarize the gen-
eral problem in each case, and highlight our focus
on traffic mixture measurement.

20.1.2 TrafficMatrixMeasurement

The aim of trafficmatrix measurement is to estimate
the volume of traffic between origin and destina-
tion points in the network. It is used for capacity
planning, provisioning network resources and for
assessing the effect of network faults on network ca-
pacity. General approaches to this problem include
network tomography and direct measurement.
Network tomography [20.7] aims to indirectly
infer end-to-end traffic demands based on traffic
measurements on each link in the network, for ex-
ample, using Simple NetworkManagementProtocol
(SNMP) link byte counts [20.8]. This is an under-
constrained problem, and numerous approaches
have been proposed [20.9–11] to provide additional
prior information about where traffic is likely to be
headed. In contrast, direct measurement maintains
a digest of traffic flows at each origin point [20.12].
These digests are then merged at a central point
to find the end point of each flow. The challenge
here is to find a method of compressing digests
that minimizes the memory requirements at origin-
destination points, without significantly reducing
accuracy. Configuration management relates to
the monitoring of the state of resources and the
relationships among resources.

20.1.3 Traffic VolumeMeasurement

The aim of traffic volume measurement is to de-
termine the total traffic sent or received in a net-
work. Of particular interest is the problem of mea-
suring network usage by consumers. This involves
aggregating the total byte or packet count for each
source IP address. This type of measurement has
become important for accounting management as
Internet Service Providers (ISP) have moved from
time-based accounting to usage-based accounting
of customer charges [20.13]. Traffic volume mea-
surement is also used in performance management
and security management to identify heavy users
of the network, who may be causing congestion in
the network. For example, Roh and Yoo [20.14] pro-
pose measuring the ratio of packet count to byte
count as ameasure to identify abnormal flows.There
are several existing tools for traffic volume analy-
sis [20.15]. Some tools [20.3, 16] show the changes
in traffic with graphs, e.g., flow-scan [20.17]. Other
tools provide “top K reports” of heaviest usage, such
as cflowd [20.18] and flow-tools [20.17].These tools
provide visual clues of changes in user behavior at
a very high level, for example, by providing a graph-
ical report of IP addresses that are sending the most
traffic. A problem with this approach to reporting
is that it tells us nothing about sources that send
only a small volume of traffic. If these small flows are
combined, then theymay form a large proportion of
the overall traffic. Consequently, these trendsmay be
overlooked unless we can identify relevant patterns
among traffic flows. Moreover, graphical tools gen-
erally cannot cope well with visualizing traffic with
high dimensions, and fail to generalize any under-
lying patterns. Thus, there is a need for monitor-
ing techniques that can aggregate traffic by attributes
other than IP address alone.

20.1.4 TrafficDynamicsMeasurement

Theaimofmonitoring trafficdynamics is tomeasure
the temporal variation in Internet traffic. Knowl-
edge of variation in traffic load is important in con-
figuration management in order to adequately di-
mension networks. For example, robust estimation
of traffic variation can be used to determine the
size of buffers, or the extent to which links need to
be over-dimensioned [20.19]. Since traditional Pois-
son models for traffic arrivals fail to account for the
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burstiness of Internet traffic [20.20], there has been
considerable interest in empirical models based on
traffic measurements [20.21]. In performance man-
agement, monitoring traffic dynamics is used to test
the stability of the network [20.22, 23]. The types
of traffic metrics of interest include packet delay,
packet loss, and the available bandwidth of bottle-
neck links [20.24]. In contrast with the problem of
measuring traffic dynamics, our focus is on the chal-
lenge ofmonitoring the volume andmixture of flows
within a given sample of network traffic.

20.1.5 TrafficMixtureMeasurement

Asmentioned before,when traffic volume data is ag-
gregated over time it can reveal important features of
network usage for performance and security man-
agement. Bradford et al. [20.25] studied aggregated
traffic volume and showed that signal analysis on
data aggregation at certain levels of network traffic
helps distinguish among four broad classes of net-
work anomalies, namely, outages, flash crowds, at-
tacks and measurement failures. Kim et al. [20.26]
suggest a similar technique for traffic anomaly detec-
tion based on analyzing correlations of destination
IP addresses in outgoing traffic. This address corre-
lation data ismodeled using a discretewavelet trans-
formation to detect anomalies. Estan et al. [20.3]
address the problem of finding patterns in network
traffic by proposing a frequent itemset mining al-
gorithm. Their tool, called AutoFocus [20.27], de-
scribes the traffic mix on a network link by using
textual reports aswell as time series plots. It also pro-
duces concise reports that can show general trends
in the data. In Sect. 20.4, we discuss frequent item-
set mining of network data in more detail. Cor-
mode et al. [20.28, 29] have argued that building an
exact multidimensional lattice is prohibitively ex-
pensive and offer approximate count solutions for
a data stream environment. Kim et al. [20.30] use
the combination of rule-based flow header detec-
tion and a traffic aggregation algorithm. Chhabra
et al. [20.31] propose a randomized algorithm that is
similar to the technique of Estan et al. [20.3], which
aggregates flowswith similar field values to yield sig-
natures of network traffic.

In this chapter, we focus on this problem of
traffic mixture measurement. A major issue with
these techniques is that they are computation-
ally intensive, and hence do not scale well when

analyzing large volumes of traffic. Some of the
other works which deal with minimizing the
effect of large datasets includes the use of sam-
pling [20.32, 33], flow histogram analysis [20.34],
and sketches [20.35].

20.2 Methods for Collecting Traffic
Measurements

The input to any traffic analysis system is the raw
traffic measurements that can be collected from the
network of interest. These include low-level traces
of individual packets, as well as slightly higher-level
traces of flows, which corresponds to a sequence of
packets with common origin and destination points.
These are usually collected in a passive manner by
observing the existing traffic on a network. In some
cases, however, it can be preferable to actively inject
traffic into the network in order to observe the ef-
fect of the network and other traffic on this injected
traffic. In this section, we provide a brief summary
of the main approaches to collecting network traf-
fic measurements, and highlight the focus of our re-
search. We begin by comparing passive and active
measurements in Sect. 20.2.1. We then outline in
Sect. 20.2.2 how passive measurements can be made
using network data acquisition cards. In Sects. 20.2.3
and 20.2.4, we then give examples of the main types
of traces that can be collected using passivemeasure-
ment, namely network packet traces and network
flow traces.

20.2.1 Passive vs. Active
Measurements

Passive Measurement: In passive measurement, net-
work packets are logged and analyzed for various
network characteristics. A monitor placed on a net-
work link passively observes the network traffic
and collects observations in the form of packet
statistics and packet traces. Different applications
use this information to infer various characteristics
of the network, for example, passive measure-
ments are used to calculate various performance
metrics [20.36–40], and understand protocol be-
havior [20.37, 41]. Benko et al. [20.36] study the
end-to-end loss of TCP packets through passive
traffic monitoring. They estimate loss ratios by an-
alyzing the patterns of the observed TCP sequence
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Fig. 20.1 Passive monitoring of
network data. The bottom cloud
represents the outside network
and the top cloud represents the
local network. The monitor sits
in the middle and collects the
data from the network link

numbers. Jaiswal et al. [20.38] estimates the health
of a TCP connection by passively measuring the
number of TCP sequences that are out of order, i.e.,
non-increasing sequences, and use this to infer the
cause behind reordering, loss and duplication of
packets. In a different paper, Jaiswal et al. [20.37]
also use passive monitoring methodology to infer
the congestion window and the connection round trip
time (RTT) of a TCP transmission. Understand-
ing the distribution of RTT is important in buffer
provisioning, queue management, and detecting
traffic congestion. Jiang et al. [20.39] proposes two
techniques to estimate the RTT distribution from
unidirectional TCP packets going from the origin
to the destination, and the TCP responses from the
destination to the origin.

We can broadly summarize the techniques used
in passivemeasurement into two categories based on
the amount of data they retain. The first type of pas-
sive measurement keeps some statistics about pack-
ets and flows, for example, packet count, byte count,
and flow count over different periods. The mea-
surements are used in various networkmanagement
functions [20.42] including optimizing bandwidth
utilization, preventing link saturation, and provi-
sioning an increase in bandwidth. This kind of mea-
surement can be used at line speeds because of the
low overhead of keeping the statistics. The second
type of passive measurement looks into the packets
and copies part or all of the packets for later analysis.
These trace files are useful for computationally in-
tensive analysis after suitable processing of the data,
which may include anonymization of the sensitive
information present in the data.

Figure 20.1 illustrates passive monitoring of net-
work traffic between an organization and its outside
world. The line tap indicates the passive monitoring
of packets using hardware devices and software ap-
plications. There can be three levels of data acquisi-
tion from the network link: the first is a dedicated
network data acquisition card which collects pack-
ets or statistics at line speeds; next are router logs in
the form of NetFlow records, where flow headers are
collected at regular intervals and exported to awork-
station for later analysis; and the last is a complete
trace in the form of packet dumps.

ActiveMeasurements: In contrast to passive mea-
surement, probe packets can be sent across the net-
work tomeasure some aspects of dynamic traffic be-
havior, such as packet delays and loss. Packets are
sent from one network access point to another and
marked at transition points such as routers in order
to measure time delays and the rate of packet loss.
For example, the widely known ping [20.43] utility
sends ICMP echo packets for estimating network la-
tency, the traceroute [20.44] utility reports routing
paths between end points, and pathchar [20.45] tool
is used for estimating latencyand link capacity along
a network path. These methods are clearly intrusive,
in a sense, because theymay also affect themeasure-
ment data being collected. Sometimes these utilities
are used by malicious users to create DoS attacks.
An example of such an attack involving an active
measurement tool is the well known Ping-of-Death
attack, where an attacker overwhelms a target with
continuous ping probes until the target is incapaci-
tated [20.46]. Another potential problemwith active
measurement is the decentralized nature of the In-
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ternet. It is required, as amatter of etiquette or some-
times as a matter of law, that concerned network ad-
ministrators be advised prior to any attempt of ac-
tively measuring network traffic data that either ter-
minate at or go through their system. In order to dis-
courage attempts of such “intrusive” measurement
some organizations set up rules at their routers to
drop or reject unwanted probe packets. In this chap-
ter, we focus on the problem of analyzing network
traffic traces that have been collected using passive
measurements. Let us now give some examples of
how these traces can be collected, as well the con-
text of those traces.

20.2.2 NetworkDataAcquisition Cards

An increasingly popular method for capturing traf-
fic traces from high speed networks is to use net-
work data acquisition cards. Network cards connect
directly to the transmission medium and collect the
network traffic at line speeds without distorting the
traffic. They have an advantage over using packet
capture in routers, because when routers are used
to replicate or divert traffic it can overload the in-
ternal communications channels within the router.
Another example of distortion can occur when an
Ethernet switch is used as a repeater and it arbitrar-
ily delays the traffic due to buffering [20.47].

Figure 20.2 shows the network measurement
card, called DAG, developed originally by the
WAND network research group [20.48] of the
University of Waikato and now made by Endace

PC
I i

nt
er

fa
ceField programmable 

gate array

GPS antenna Local clock

Processor

RAM

Packet filter

Physical layer interface

Transmission medium

Fig. 20.2 WAND network re-
search group’s DAG network
data access card. The processor
and RAM are optional and can
be used for packet filtering at
high line speeds. The FPGA
allows the card to be repro-
grammable for different types
of network. PCI interface con-
nects to the PC. The GPS and
local clock allow accurate time
stamping on collected traffic
information

Technologies [20.49]. The card attaches itself to the
physical transmissionmedium and is able to capture
the network traffic at the line speed. At the heart
of the device is a large Field Programmable Gate
Array (FPGA) that is used to (1) generate accurate
timestamps with the help of external GPS and clock
devices, (2) transform data from the physical layer
into a form that is suitable for the PCI interface, and
(3) filter and pre-process incoming data with the
help of the processor and RAM. The FPGA allows
the card to be reprogrammable for different types of
networks. The GPS antenna and the local clock pro-
vide accurate time information on collected traffic
information. An important advantage of these types
of cards is that they can provide a limited function-
ality to select or filter flows or packets of interest,
based on a simple specification of the relevant traffic
attributes.

20.2.3 Packet Traces

One form of traffic data that can be captured by data
acquisition cards is a packet trace. At a low level,
a network device communicates with another by
sending and receiving data in packets. Although the
information contained in the packets may change
for many reasons including protocol and routing
strategy, the basic elements include a header sec-
tion and a payload section. The header section has
various fields including source and destination ad-
dresses according to the specified protocol, source
and destination ports, error and flow control infor-



20.2 Methods for Collecting Traffic Measurements 389

Table 20.1 An example of a traffic packet trace showing the different fields in the packet header in tabular form. The
actual data contained in the packets is not shown

TIME PROTOCOL SRC SRC DST DST TCP TCP ACK
STAMP IP_ADDRESS PORT PORT IP_ADDRESS SIZE SEQ

0 IP/TCP 127.246.129.64 80 1060 27.86.12.4 40 920,641 412,791
14,966 IP/TCP 161.77.104.57 80 7410 27.86.12.4 508 410,104 32,779
15,015 IP/TCP 91.82.74.90 80 1105 91.82.59.75 40 2,816,846 7726
22,090 IP/TCP 19.27.2.59 80 1140 26.37.13.44 40 1,010,185 14,762
22,126 IP/TCP 82.127.55.91 80 1291 19.74.87.6 40 9,557,082 50,482
29,960 IP/TCP 61.77.104.57 80 3741 27.86.12.4 40 985,526 58,006
29,960 IP/TCP 19.74.87.6 1291 80 82.127.55.91 1500 653,402 57,082
31,724 IP/TCP 19.74.87.6 1291 80 82.127.55.91 1500 654,862 57,082
36,055 IP/TCP 12.84.9.17 80 1125 19.74.87.28 311 857,517 89,873
36,279 IP/TCP 12.84.9.17 80 1126 19.74.87.28 271 857,661 3293
37,181 IP/TCP 207.84.92.183 5190 1207 98.54.73.39 40 64,202 9407
41,731 IP/TCP 99.81.77.33 1116 80 42.6.74.91 40 1,062,629 68,778

mation and time stamping. The payload is the data
created by the application, which initiates the com-
munication. Sometimes the data needs to be split
into multiple packets because of packet size restric-
tions imposed by various networks. Table 20.1 is an
example of a TCP/IP packet header. Notice the se-
quence and acknowledgement numbers that allow
the router to reconstruct higher level sessions from
a series of packets.

While packet traces produce a detailed view of
activity on a network, their size can be overwhelm-
ing in large networks. An alternative approach is to
collect a trace of the flows that generated these pack-
ets. Next, we describe the contents of a network flow
trace.

20.2.4 NetFlowRecords

Today’s high speed networks create a challenge for
network operators in terms of the storage and pro-
cessing facilities needed to cope with the high vol-

Table 20.2 An example of a NetFlow trace showing the different fields in the flow trace in tabular form

PROTOCOL SRC IP_ADDRESS SRC PORT DST PORT DST IP_ADDRESS FLOW SIZE

IP/TCP 127.246.129.64 80 1060 27.86.12.4 40
IP/TCP 161.77.104.57 80 7410 27.86.12.4 508
IP/TCP 91.82.74.90 80 1105 91.82.59.75 40
IP/TCP 19.27.2.59 80 1140 26.37.13.44 40
IP/TCP 82.127.55.91 80 1291 19.74.87.6 40
IP/TCP 61.877.104.57 80 3741 27.86.12.4 40
IP/TCP 19.74.87.6 1291 80 82.127.55.91 3000
IP/TCP 12.84.9.17 80 1125 19.74.87.28 582
IP/TCP 207.84.92.83 5190 1207 98.54.73.39 40
IP/TCP 99.81.77.33 1116 80 42.6.74.91 40

umes of packet traces that can be generated by these
networks. To address these problems, Cisco imple-
mented theNetFlowprotocol for collecting IP traffic
information from their routers [20.51].TheNetFlow
protocol is now an open standard and because of its
simplicity has been adopted by other network equip-
ment vendors such as JuniperNetworks (who calls it
JFlow [20.52]) and Huawei Technology (who calls it
NetStream [20.53]). Because of its popularity it has
been accepted as an industry standard by the IETF
called Internet Protocol Flow Information eXport or
IPFIX [20.54].

As can be seen fromTable 20.2, a NetFlow record
consists primarily of a five tuple: source IP address,
destination IP address, protocol, source port and
destination Port. A NetFlow record is defined as
a unidirectional sequence of packets sharing the
same values for these attributes. The router main-
tains a table of existing flows in memory and creates
a new one whenever a new source IP address orig-
inates a connection to a destination IP address. It
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continues to update the counters for packet numbers
and sizes until the last of the packets in the transmis-
sion has been received or until it reaches a timeout.
NetFlow helps reduce the size of the network data
generated by aggregating on several fields includ-
ing packet and flow size counters.This helps identify
some of the larger flows that may be causing bottle-
necks in the systemor thatmay be the result of aDoS
attack.

In this chapter, we focus on the problem of find-
ing patterns of traffic in a given trace of network flow
records. In the next section, we consider the types of
data mining problems that arise in the context of an-
alyzing this type of data.

20.3 Analyzing TrafficMixtures

As discussed in Sect. 20.1.5, our focus is on the prob-
lem of analyzing traffic measurements in order to
characterize the mixture of different types of aggre-
gate flows on a network. In the literature, a number
of different methods have been proposed to address
different aspects of this problem. We categorize this
previous research in terms of (1) monitoring pre-
defined, coarse aggregate of traffic volume, (2) mon-
itoring significant aggregates of traffic volume, and
(3) monitoring significant changes in traffic volume.

Managing entity

Managed device

Managed device

Agent

Agent

Agent

Network
management
protocol

Managed device

Managed device

Fig. 20.3 An illustration of the main entities in the Simple Network Management Protocol (SNMP). The managing
entity gathers information from the agents about the managed devices using the management protocol (figure is based
on [20.50])

Let us now summarize the related research in each
of these areas, and highlight the relationship to our
research.

20.3.1 Monitoring Pre-Defined, Coarse
Aggregates of Traffic Volume

An aggregate flow is a set of raw flows that have the
same value for a subset of their attributes, e.g., a set
of flows between the same source address and desti-
nation address, or a set of flowswith a same protocol
field value.One approach to analyzing themixture of
traffic on a network is tomeasure the volume of traf-
fic for a set of pre-defined aggregate flows, e.g., the
traffic volume from a set of source addresses, using
specific protocols of interest. The advantage of this
approach is that the set of aggregates that needs to be
monitored is static. Hence this general approach has
been used in earlier systems where computational
resources are limited. We now consider some exam-
ples of this approachbasedon SNMP data collection,
as well as a number of flow based tools.

SNMP based coarse aggregates: The Simple Net-
work Management Protocol (SNMP) is an applica-
tion layer protocol for monitoring routers and other
network devices. It has an agent/manager model,
as shown in Fig. 20.3, where the agent entity uses
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a Management Information Base (MIB) to store in-
formation about amanaged device and a set of com-
mands to exchange information with the managing
entity. The MIB has a tree structure where the vari-
ables of interest are represented as the leaves of the
tree. An object identifier is a numeric tag that dis-
tinguishes one variable from the other. A managed
entity can accumulate counts for these predefined
variables in the MIB, and the values of these vari-
ables can be accessed by the managing entity using
SNMP.

Since most SNMP based devices have limited
storage, they can only give high-level information
on network usage, for example, interface bandwidth
and link utilization. However, this information is
important since administrators can use it to con-
stantly monitor the availability of the link, the link
usage and some high-level network usage charac-
teristics. Examples of popular tools that use SNMP
data areMRTG [20.55] andCricket [20.56]. Next, we
mention briefly about the functionality of MRTG as
an example.

MRTG [20.55] (orMulti Router Traffic Grapher)
is a popular traffic visualization tool for SNMP data.
It continuously queries each agent to retrieve mea-
surement data and plots them to give a graphical
representation of the traffic, as shown in Fig. 20.4.
MRTG stores the information in a Round Robin
Database (RRD) [20.57], developed by the same au-
thor ofMRTG, which keeps the database small by an
efficient implementation of binary log files as well as
on-demand generation of graphs.

NetFlow based measurement: In contrast to the
high level statistics provided by SNMP, NetFlow
based tools offer finer granularity and greater in-
sight into the traffic data. Some of the popular tools
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Fig. 20.4 A screen dump of MRTG [20.55] graph showing traffic variation in bits per second from 10AM to 4PM
following day (example based on http://oss.oetiker.ch/mrtg/)

for collecting and analyzing NetFlow data are Flow-
tools [20.17], FlowScan [20.58], Fluxoscope [20.59]
and ntop [20.60]. In the following we use Flow-tools,
FlowScan and ntop as examples of how NetFlow
data can be analyzed.

Flow-tools [20.61] is a collection of programs for
collecting, transferring, processing, and generating
reports fromNetFlow data. Figure 20.5 shows an ex-
ample of a report generated by Flow-tools. Report A
shows the coarse aggregates by the protocol field. Re-
port B shows more detailed information about the
nature of the traffic flows by including fields such as
the total number of flows, average flow size, average
packet size and average number of packets per flow.

FlowScan is a NetFlow visualization tool that
uses a collection of scripts to produce graphs of
network traffic. FlowScan also uses the RRDTool
database to store numerical time-series data as
shown in Fig. 20.6. Such a graph often reveals inter-
esting patterns of usage. For example, the campus
traffic peaks in the late evening and has a low point
around 6:00 AM. The fact that the total outbound
traffic is more than the total inbound traffic and the
presence of a high proportion of HTTP data (shown
in red) in the outbound traffic may indicate that the
campus webserver is very busy.

The large purple area indicates the presence of
Napster data content and shows that it is comparable
to the amount of web and FTP traffic present in the
network.

The ntop tool is a simple yet powerful tool that
reports the top network users by quickly identifying
those hosts that are currently usingmost of the avail-
able network resources.The ntop tool is open source,
and is similar in design to the UNIX top tool. The
types of information recorded by ntop are: statistics
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#     --- ---- ---- Report B -- --- --- 
#
# Fields: Total
# Symbols: Disabled
# Sorting: None
# Name: Overall Summary
##
Total Flows : 15155
Total Octets : 5491033
Total Packets : 38242
Total Time (1/1000 secs) (flows): 25687672
Duration of data (realtime) : 86375
Duration of data (1/1000 secs) : 86375588
Average flow time (1/1000 secs) : 1694.0000
Average packet size (octets) : 143.0000
Average flow size (octets) : 362.0000
Average packets per flow : 2.0000
Average flows / second (flow) : 0.1755
Average flows / second (real) : 0.1755
Average Kbits / second (flow) : 0.5086
Average Kbits / second (real) : 0.5086

#    --- ---- ---- Report A -- --- --- 
#
# Fields: Percent Total
# Symbols: Enabled
# Sorting: Descending Field 2
# Name: IP protocol
###
# protocol flows octets packets
#
udp 82.547 69.416 63.101
gre 3.623 17.180 16.184
tcp 9.066 10.345 14.217
icmp 4.764 3.059 6.498

Packets per flow distribution:
1 2 4 8 12
.589 .072 .205 .110 .017 

Fig. 20.5 Flow-tools report showing various statistics extracted from NetFlow traces (example based on http://www.
singaren.net.sg/library/presentations/nov.pdf)

on data sent/received, utilized bandwidth, IP mul-
ticast information, TCP sessions history, UDP traf-
fic, TCP/UDP services used, and traffic distribution.
Figure 20.7 shows a screendump of ntop’s global
IP protocol distribution. In this particular network,
it reveals the pre-dominance of UNIX based Net-
work File System (NFS) transfers and X11 based X-
Windows applications.

20.3.2 Monitoring Significant
Aggregates of Traffic Volume

By looking at pre-defined coarse aggregates of traffic
it is possible tomissmany potentially important pat-
terns. For example, if we look at the distribution of
the number of packets per flow in Fig. 20.5, we can
find that there are a large number of smaller flows
(59%flows with 1 packet and 20%flowswith 4 pack-
ets), than there are larger flows (11% flows with 8
packets and 1% flows with 12 packets). This shows
that there may be significant patterns when some of
these smaller patterns are aggregated.However, such
patterns cannot always be identified by pre-defined
coarse aggregates since all possible combinations of
attributes and values are not considered.

A key issue in this context is how to define what
is a “significant” aggregate flow. For example, in
AutoFocus significant flows are combinations of
uni-dimensional clusters whose traffic volume are
above a given threshold. We discuss more about
AutoFocus in Sect. 20.4. Similarly, Cormode et
al. [20.28, 29] propose both offline and online
techniques for aggregating traffic based on mining
frequent items, known as hierarchical heavy hitters.
Erman et al. [20.62] demonstrate the use of clus-
ter based approaches to traffic classification. Kim
et al. [20.30] use expert knowledge to construct
characteristics of significant traffic patterns from
flow statistics, in order to detect specific types of
network attacks. Here the aggregate characteristics
are matched against a table of possible patterns to
identify an attack. For example, if a pattern contains
a large number of flows but the ratio of packets/flow
and flows/pattern is small, then it may be a scanning
probe. On the other hand, if both the flow count
and packet count are large and the destination is
a broadcast address using the ICMP protocol, then
it may be a smurf attack.

A key challenge in this context is how to ef-
ficiently search the space of all possible aggregate
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Napster* 26.0% Out  18.3% In
HTTP src  + HTTP dst     9.8% Out   27.5% In
FTP DATA src + FTP DATA dst  28.9% Out  16.6% In
MCAST    0.0% Out    0.1% In
NNTP src  + NNTP dst    0.3% Out    2.3% In
RealServer   0.5% Out    2.2% In
SMTP src  + SMTP dst    0.6% Out    1.5% In
ICMP   0.1% Out    0.1%
Other 33.9% Out  31.4%
TOTAL

A)  2000/10/03 0500 peer router upgrade, RSP4 → RSP8, OC3 → OC12
B)  2000/10/03 1525 campus to peer cutover from OC3 to OC12
C)  2000/10/03 1915 experimenting with rate-limits
D) 2000/10/04 1100 napster.com outage?
E)  2000/10/04 1615 48-byte TCP inbound DOS flood
F)  2000/10/04 1930 ResNet → world rate-limit applied
G)  2000/10/04 2100 40-byte TCP SYN outbound DOS flood

EVENTS

Fig. 20.6 Plonka’s FlowScan [20.58] tool showing the traffic snapshot of a campus over a time period.The port numbers
and protocol information are used to infer the applications. For example, Napster uses a range of ports [6600–6699]
for the clients and 8888 for the server communications. Napster is identified in purple. Another example is the FTP
data, shown in green, which uses port 21 for commands and port 20 for transferring data using TCP (example based on
http://net.doit.wisc.edu/�plonka/lisa/FlowScan/)

flows that could be monitored. In particular, we
need to avoid storing all traffic records in memory
or making multiple passes over the data. This gen-
eral problem is the main focus of our research in
this chapter. In Sect. 20.4, we present a case study
of a relevant approach. First, let us consider one
other family of approaches to analyzing traffic mix-
tures.

20.3.3 Monitoring Significant Changes
in Traffic Volume

In network monitoring it is important to notice any
significant changes in network traffic at an early
stage. A significant rise in traffic volume may indi-
cate a number of possible events, including a DoS
attack, scan probe, traffic in peak hours, network-
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Fig. 20.7 A screendump showing ntop output in a browser window. The bar graph shows the relative usage of different
IP protocols in the network (illustration has been taken from http://www.simpleweb.org/tutorials/implementation/ntop/
ntopa.html)

wide back up or file transfer traffic in off-peak hours.
Conversely, a significant decline of traffic volume
may also indicate that something may be wrong. For
example, after a DoS attack or server compromise,
some busy web or file servermay not function prop-
erly or the server may have been rebooted which re-
sults in a decrease in traffic.

In particular, identifying significant changes in
traffic clusters from two cluster reports requires
finding clusters that are present in both reports
such that their volume have changed significantly.
Both Estan et al. [20.3] and Cormode et al. [20.63]
suggest similar techniques for detecting changes
in network traffic by computing deltas (or del-
toids) from two snapshots of network traffic over
time.

Finding changes is also important in fault detec-
tion [20.64–66]. For example, Feather et al. [20.67]
detects faults by profiling normal traffic behavior
and calculating statistical deviations from this nor-
mal behavior. Similar techniques have also been ap-
plied to the detection of intrusions and anomalies in
network traffic [20.25, 30] bydetecting changes from
a normal model.

In this chapter, we do not consider the problem
of finding significant changes, and we only mention
it here for completeness. Our focus on the problem
of finding significant aggregates, which can be a pre-
liminary step to finding significant changes.

20.3.4 Frequency-Based Clustering
Using Frequent Itemsets

As mentioned in Sect. 20.1.5, finding associations
among different flows is important in traffic mix-
ture analysis to identify groups of flows sharing a set
of common characteristics. One way of finding as-
sociations is by generating all frequently occurring
itemsets above a certain minimum value, where an
itemset is simply a set of attribute values or items of
a dataset.

Formally, consider a dataset D, which consists of
a set of transaction records D = �X1, . . . , XN�. The
structure of a record X depends on the type of appli-
cation. In a transaction database containing records
of customer purchases, a record X corresponds to
a set of purchased items. Let I = �i1, i2 , . . . , iM� de-
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note the set of all items that can appear in records of
the dataset D, e.g., the set of all products offered for
sale. Then D = �Xj � j = 1, . . . ,N , Xj � I�. In the
case of a network trace file that contains a set of Net-
Flow records, the structure of a record is slightly dif-
ferent. Each record is a tuple of attribute values cor-
responding to a fixed set of attributes. Consider the
set of attributes A = �sourceIP, sourcePort, destina-
tionIP, destinationPort, protocol}. Then a record X
corresponds to a tuple of values for these attributes,
e.g., X1 = �sourceIP1, sourcePort1, destinationIP1,
destinationPort1, protocol1}. In this case, we refer to
each attribute value as an item.

An itemset corresponds to a set of items that
appear in a dataset D. In our example of a dataset
of NetFlow records, an itemset is a set of at-
tribute values corresponding to a subset of the
attributes in A. Let C = �sourceIP1, sourcePort1}.
Then C can be used to represent all records
in D with that combination of attribute values,
i.e., all records with sourceIP = sourceIP1 and
sourcePort = sourcePort1. If an attribute contains
k items, then we refer to it as a k-itemset. The fre-
quency of an itemset C is the number of records
in D that contain the attribute values defined in C,
e.g., the number of NetFlow records with sourceIP =
sourceIP1 and sourcePort = sourcePort1. This is
also known as the support of the itemset C with re-
spect to a dataset D. A frequent itemset is one whose
support is above a minimum threshold. Note that
if C1 is a frequent itemset, and C2 ⊂ C1, then C2 is
also a frequent itemset, since C2 must match at least
as many records as the more specific itemset C1.

Since an itemset provides a representation for
a set of records in a dataset, it can be used as a repre-
sentation for a cluster in frequency-based clustering
(hence our use of the notationC for an itemset). Fre-
quent itemset clustering involves finding all itemsets
whose support is above a given threshold. Frequent
itemset clustering on multi-dimensional data helps
reveal information about the underlying usage pat-
terns by combining the information derived from
multiple attributes. The multi-dimensional clusters
give an insight into the relations between differ-
ent attributes. Manku et al. [20.68] identify differ-
ent applications that apply frequent itemset calcula-
tion. For example, frequent itemsets are calculated
in iceberg queries using group-by operators [20.69],
for generating aggregates in OLAP data cube al-
gorithms [20.70, 71], for finding association rules
among frequent itemsets [20.72], and for finding

IP packet accounting information in network traf-
fic measurement [20.13]. Next, we describe a fre-
quent itemset clustering technique, AutoFocus, for
network traffic data.

20.4 Case Study: AutoFocus

AutoFocus [20.3] is a tool for network traffic
analysis, which uses frequent itemset mining to
cluster network traffic flows. For each type of at-
tribute in a network flow record, it first creates
a uni-dimensional cluster tree of flows, and then
combines these trees into a lattice structure to
create a traffic report based on multidimensional
clusters. For each of the uni-dimensional clustering
and multi-dimensional clustering algorithms in
AutoFocus, we describe the technique, illustrate the
output with an example, and discuss the run-time
and space complexity of the algorithm.

1. Uni-dimensional clustering: For each attribute,
AutoFocus builds a one-dimension tree by
counting frequent itemsets in the network
traffic data [20.3]. This is straightforward for
attributes such as protocols and ports. For pro-
tocols, the number of uni-dimensional itemsets
is 28 and for ports, it is 216. However, the num-
ber of possible sets from the IP address space is
much larger, i.e., 232. For IP addresses, it builds
a tree of counters to reflect the structure of the
IP address space. Counters at the leaves of the
tree correspond to the original IP addresses
that appeared in the traffic. In order to build an
IP address prefix tree, AutoFocus goes through
each record in the dataset to find the unique
IP addresses and their corresponding count.
Next, after arranging the leaf-counters in sorted
order, it generates the prefix tree by computing
the higher-level nodes corresponding to leaf-
level IP addresses that have the same common
prefix, i.e., addresses with the first l bits in
common, where l is the level of the node in the
tree. Since the total number of nodes in the tree
is large, AutoFocus prunes the tree, by keeping
only those nodes having traffic volumes above
a threshold.

2. Complexity of uni-dimensional clustering: Ifm is
the number of leaf nodes or unique IP addresses
present in the tree and d is the depth of the tree,
then the amount of memory required by this al-
gorithm is O(1 +m(d − 1)). The running time



396 20 Network Traffic Analysis and SCADA Security

of the algorithm is O(n + 1+m(d − 1)), where
n is the number of records to be clustered.

3. Example of uni-dimensional clusters: Table 20.8
gives an example of a network traffic flow re-
port. The first field gives information on the
protocol used for communication. The UDP
and ICMP protocols end with “/u” and “/i” after
the protocol name or value. TCP protocols are
only identified with their names and do not
contain any “/”. The second and third fields
are the source and destination ports used for
a particular protocol. The fourth and fifth fields
are the source and destination IP addresses of
each flow. The sixth field mentions how many
packets were involved in this flow.The example
traffic data fromTable 20.8 was used to generate
an output from uni-dimensional clustering us-
ing the AutoFocus tool. Tables 20.3–20.7 show
the uni-dimensional cluster reports generated
by AutoFocus on this data. Table 20.3 shows
the protocol breakdown of the total traffic. In
this case AutoFocus has used protocol numbers
in the protocol field instead of their names. The
Internet Assigned Numbers Authority (IANA)
is the central coordinator for the assignment
of the values for Internet protocols. The list
of all assigned protocol value and name pairs
can be found in [20.73]. Protocol value 1 is
assigned to ICMP, protocol 6 is assigned to
TCP and protocol 17 is assigned to UDP. In
the example dataset most of the reported traffic
belongs to ICMP, followed by TCP and only
a few UDP packets. Tables 20.4 and 20.5 show
the traffic by source and destination IP ad-
dresses. Similarly, Tables 20.6 and 20.7 show
the traffic by source and destination ports.
Such uni-dimensional breakdowns are also
common in other network traffic reporting
tools, such as MRTG, and may help iden-
tify the IP addresses or applications having
a greater influence on the bandwidth than the
rest.

4. Multidimensional clustering: For multidimen-
sional clustering, AutoFocus uses the combina-
tion ofm uni-dimensional cluster trees to create
an m-dimensional lattice structure. For exam-
ple, the top right part of Fig. 20.8 shows a prefix
tree, which shows the break up of traffic orig-
inating from various departments in a univer-
sity (shown as E and M), and the top left part
shows a protocol tree, which shows the traffic

Table 20.3 AutoFocus Protocol report

Protocol Breakdown
Percentage # records

1 51.79% 29
6 42.86% 24
17 5.36% 3

Table 20.4 AutoFocus Source IP report

Source IP Breakdown
Percentage # records

172.16.112.20/32 3.57% 2
172.16.114.148/32 42.86% 24
199.174.194.0/24 32.14% 18
199.174.194.0/27 7.14% 4
199.174.194.6/31 3.57% 2
199.174.194.64/26 7.14% 4
199.174.194.64/28 3.57% 2
199.174.194.128/27 3.57% 2
199.174.194.160/27 3.57% 2
199.174.194.220/30 3.57% 2
199.174.194.224/27 3.57% 2
208.240.124.83/32 19.64% 11

Table 20.5 AutoFocus Destination IP report

Destination IP Breakdown
Percentage # records

172.16.112.0/27 21.43% 12
172.16.112.2/31 3.57% 2
172.16.112.4/31 3.57% 2
172.16.112.6/31 3.57% 2
172.16.112.8/31 3.57% 2
172.16.112.10/31 3.57% 2
172.16.114.50/32 32.14% 18
192.168.1.0/27 3.57% 2
199.95.74.90/32 42.86% 24

Table 20.6 AutoFocus Source Port report

Source port Breakdown
Percentage # records

53 3.57% 2
1024–65,535 42.86% 24
1173 3.57% 2

Table 20.7 AutoFocus Destination Port report

Destination port Breakdown
Percentage # records

0–1023 46.43% 26
80 42.86% 24
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Table 20.8 Example of a network traffic flow report

Flow# Protocol Src. Port Dst. Port Source IP Destination IP Pkts

1 ecr/i – – 199.174.194.086 172.016.114.050 1
2 ecr/i – – 199.174.194.159 172.016.114.050 1
3 ecr/i – – 199.174.194.204 172.016.114.050 1
4 ecr/i – – 199.174.194.172 172.016.114.050 1
5 ecr/i – – 199.174.194.076 172.016.114.050 1
6 ecr/i – – 199.174.194.007 172.016.114.050 1
7 ecr/i – – 199.174.194.251 172.016.114.050 1
8 ecr/i – – 199.174.194.102 172.016.114.050 1
9 ecr/i – – 199.174.194.011 172.016.114.050 1
10 ecr/i – – 199.174.194.017 172.016.114.050 1
11 ecr/i – – 199.174.194.006 172.016.114.050 1
12 ecr/i – – 199.174.194.136 172.016.114.050 1
13 ecr/i – – 199.174.194.221 172.016.114.050 1
14 ecr/i – – 199.174.194.050 172.016.114.050 1
15 ecr/i – – 199.174.194.191 172.016.114.050 1
16 ecr/i – – 199.174.194.222 172.016.114.050 1
17 ecr/i – – 199.174.194.227 172.016.114.050 1
18 ecr/i – – 199.174.194.067 172.016.114.050 1
19 eco/i – – 208.240.124.083 172.016.112.001 1
20 eco/i – – 208.240.124.083 172.016.112.002 1
21 eco/i – – 208.240.124.083 172.016.112.003 1
22 eco/i – – 208.240.124.083 172.016.112.004 1
23 eco/i – – 208.240.124.083 172.016.112.005 1
24 eco/i – – 208.240.124.083 172.016.112.006 1
25 eco/i – – 208.240.124.083 172.016.112.007 1
26 eco/i – – 208.240.124.083 172.016.112.008 1
27 eco/i – – 208.240.124.083 172.016.112.009 1
28 eco/i – – 208.240.124.083 172.016.112.010 1
29 eco/i – – 208.240.124.083 172.016.112.011 1
30 http 1026 80 172.016.114.148 199.095.074.090 24
31 ntp/u 123 123 172.016.112.020 192.168.001.010 1
32 domain/u 53 1233 192.168.001.010 172.016.112.020 1
33 domain/u 53 53 172.016.112.020 192.168.001.020 1

belonging to the TCP andUDPprotocols.These
two uni-dimensional trees are then combined
to build the multi-dimensional structure in the
bottom part of Fig. 20.8. By doing a top-down
level-wise traversal with each uni-dimensional
tree, the algorithm combines nodes from one
tree with the nodes from the other tree. For ex-
ample, combining E from the prefix tree with T
and U from the protocol tree produces the chil-
dren TE andUEwhich represent TCP andUDP
traffic from the Engineering department. Fur-
thermore, C and UE are combined to produce
their child UC, which represents the UDP traf-
fic originating from the Computer Science de-
partment.

5. Complexity of multi-dimensional clustering: As
mentioned before, in order to create multi-

dimensional clusters it is first necessary to
create the uni-dimensional trees, which is
O(n + 1 + m(d − 1)). In order to create the
multi-dimensional structure, the combination
steps require looking through approximately
n�m

i=1 di itemsets, which is the product of the
depth of each of the uni-dimensional trees and
the number of input flows [20.3]. Building the
complete lattice would be expensive since it
involves all possible combinations among the
values of different attributes in the worst case.
Instead, AutoFocus uses certain properties
of the lattice structure to avoid brute force
enumeration. Nevertheless, AutoFocus still
requires multiple passes through the network
traffic dataset in order to generate frequent
multidimensional clusters. The memory re-
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Fig. 20.8 Example of a multi-
dimensional cluster lattice
shows how two uni-dimensional
clusters trees based on protocol
and department prefix are com-
bined to build a lattice structure
of multi-dimensional clusters.
T and U are TCP and UDC
protocols. E and M are fictitious
Engineering and Medical fac-
ulties of a university. S and C
are the Statistics and Computer
Science Departments. P and
D are Paediatric and Derma-
tology Departments. TE, UE
and UC are combined traffic
clusters from TCP-Engineering,
UDP-Engineering and UDP-
Computer Science

quirement to store the candidate clusters in
memory is also high and even with optimiza-
tion is in the order of s�m

i=1 di , where s = n�h,
s is the number of the large clusters that will
be reported for a threshold h and total input
records n. The following example will help
us understand how AutoFocus generates its
multi-dimensional clusters and highlight some
of its shortcomings in terms of the large size of
report as well as not being able to find many
important clusters.

Table 20.9 Example of a multi-dimensional report from AutoFocus

Entry Source IP Destination IP Pro Src Port Dst Port Pkts

1 � � 17 53 � 2
2 � 172.16.112.0/27 � � � 12
3 172.16.112.20/32 192.168.1.0/27 17 0–1023 0–1023 2
4 172.16.114.148/32 199.95.74.90/32 6 1024–65,535 80 24
5 172.16.114.148/32 199.95.74.90/32 6 1173 80 2
6 199.174.194.0/24 172.16.114.50/32 1 � � 18
7 199.174.194.0/27 172.16.114.50/32 1 � � 4
8 199.174.194.6/31 172.16.114.50/32 1 � � 2
9 199.174.194.64/26 172.16.114.50/32 1 � � 4
10 199.174.194.64/28 172.16.114.50/32 1 � � 2
11 199.174.194.128/27 172.16.114.50/32 1 � � 2
12 199.174.194.160/27 172.16.114.50/32 1 � � 2
13 199.174.194.220/30 172.16.114.50/32 1 � � 2
14 199.174.194.224/27 172.16.114.50/32 1 � � 2
15 208.240.124.83/32 172.16.112.2/31 1 � � 2
16 208.240.124.83/32 172.16.112.4/31 1 � � 2
17 208.240.124.83/32 172.16.112.6/31 1 � � 2
18 208.240.124.83/32 172.16.112.8/31 1 � � 2
19 208.240.124.83/32 172.16.112.10/31 1 � � 2

6. Example of multi-dimensional clusters: In the
context of network traffic analysis, it is more
important to look at a combination of the uni-
dimensional fields to better understand any
underlying patterns. Table 20.9 shows a multi-
dimensional report generated by AutoFocus
from the same example data in Table 20.8. The
traffic report corresponds to network clusters
generated by AutoFocus and it lists the more
general clusters before the more specific ones.
For example, the first line of the report tells
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us that there are just two packets that belong
to the UDP (protocol 17) and use source port
53. Similarly, the second line indicates that the
destination IP addresses 172.16.112.0/27 are
the recipient of 12 packets.

20.5 How CanWe Apply Network
TrafficMonitoring Techniques
for SCADA SystemSecurity?

20.5.1 SCADA Systems

SCADA (Supervisory Control and Data Acquisi-
tion) systems are computer based tools to control
and monitor industrial and critical infrastructure
functions, such as the generation, transmission and
distribution of electricity, gas, water, waste, railway
and traffic control in real time. All of these utili-
ties are essential in the proper functioning of our
daily life, therefore its security and protection are ex-
tremely important as well as of national concern.

The primary function of a SCADA system is to
efficiently connect and transfer information from
a wide range of sources, and at the same time main-
taining data integrity and security.

SCADA systems have been around since the
1960s, when the direct human involvement in mon-
itoring and control of utility plants was gradually
replaced by remote operation of valves and switches
through the use of modern telecommunication
devices such as phones lines and dedicated circuits.
The emergence of powerful personal computers and
servers and the need to connect to the Internet have
added a new dimension to the operation of SCADA
systems. For example, the operator can remotely
login to the SCADA systems without the need to
be physically present at the remote control sites.
Unfortunately, this has also led to an opportunity
for intruders and attackers to compromise the sys-
tem by posing as a legitimate operator or by taking
control of the operator’s computer.

Figure 20.9 illustrates how a modern SCADA
system is connected.The field devices consist of Re-
mote Terminal Units (RTU), Programmable Logic
Devices (PLC), and Intelligent Electronic Devices
(IED). A number of RTUs in remote locations col-
lect data from devices and send log data and alarms
to a SCADA terminal using various communication
links including traditional telephone and computer

network, wireless network, and fiber optic cables.
Data acquisition begins at the RTU or PLC level and
includes meter readings and equipment status re-
ports that are communicated to SCADAas required.
Some industrial systems use PLCs to control end de-
vices like sensors and actuators.Data from the RTUs
and PLCs is compiled and formatted in such a way
that a control room operator using a Human Ma-
chine Interface (HMI) can make supervisory deci-
sions to adjust or override normal RTU (or PLC)
controls. This data may also be collected and stored
in a Historian, a type of Database Management Sys-
tem, to allow auditing, and the analysis of trends and
anomalies.

20.5.2 SCADA Security Issues

Today many of the SCADA systems are also con-
nected to the corporate network where a manager
or an engineer can view and change control settings.
The data is transferred through a communication
server that is protected by a firewall from the cor-
porate network which is often connected to the
wider Internet. The SCADA data is increasingly
being transported using the TCP/IP protocol for
increased efficiency, enhance interconnectivity,
and because of the ease of using commercial-off-
the-shelf hardware and software. Protocols such as
Modbus and DNP3 that had been traditionally used
for interconnection within SCADA network are
increasingly being transported over TCP/IP as the
field devices are also providing IP support [20.75].
This leads to a standardized and transparent com-
munication model both within and outside the
SCADA network. As TCP/IP is becoming the
predominant carrier protocol in modern SCADA
networks, it introduces the potential for innova-
tive attacks targeting the SCADA system, which
had been previously isolated from the corporate
information technology and communications in-
frastructure. Since most SCADA protocols were not
designed with security issues in mind, therefore,
an attack on the TCP/IP carrier could expose the
unprotected SCADA data. In addition, traditional
attacks from the Internet could be transported
through the interconnected corporate network into
the SCADA network and disrupt the industrial pro-
cesses [20.76, 77]. The various network monitoring
functions can help protect a SCADA network by
continuously monitoring incoming and outgoing
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Fig. 20.9 An illustration of a SCADA system showing how the SCADA servers are connected to both the field devices
and the corporate LAN. Example taken from [20.74]

traffic from the SCADA network, and by generating
alarms in an accurate and efficient manner for real
time response. A general architecture for monitor-
ing traffic at different parts of the SCADA network
is discussed below.

20.5.3 Protecting SCADA Systems
by Using Network Traffic
Monitoring

As shown in Fig. 20.10, SCADA system is different
from normal TCP/IP network. In addition to the
normal TCP/IP network, a SCADA system has its
own industrial process which is normally involving
industrial specific networking protocols. No litera-
ture report has been found on how to use network
trafficmonitoringmanagement for the protection of

the SCADA systems. In this chapter, an architecture
of network traffic monitoring management is sug-
gested as shown in Fig. 20.10 for the protection of
the SCADA systems.

This is a distributed network traffic monitoring
architecture. In this architecture, monitoring sen-
sors A,B,C, and D are deployed in the system. Mon-
itor A is deployed between the Corporate LAN and
the firewall of the SCADAnetwork.Monitor B is de-
ployed immediately after the firewall of the SCADA
network.This arrangement canmonitor the network
traffic attempting to access the SCADA system and
network traffic that has eventually gone through the
firewall. As new attacks can potentially penetrate the
firewall, it is essential to monitor all traffic that has
successfully passed the firewall.

Monitor C ismonitoring all traffic flowingwithin
the SCADA LAN. Monitor D is placed between the
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SCADA server and the field devices. It can monitor
specific industrial protocol traffic. It is preferable to
use passive monitoring techniques to minimize the
potential risk induced by active probing.

Some process controls in SCADA networks ex-
perience bursty traffic, therefore it is appropriate to
apply frequent itemset traffic analysis tomonitor any
unusual traffic in the network. The AutoFocus tool
introduced in Sect. 20.4 would be a useful tool to
monitor end to end flows.

20.6 Conclusion

A fundamental problem in the management of IP
networks including critical SCADA networks is
how to analyze network traffic to identify signif-
icant patterns of network usage. In this chapter,

we have summarized the general types of traffic
analysis problems that arise in this context, and
highlighted our focus on traffic volume and traffic
mixture analysis. We then describe the relevant
methods for collecting raw traffic measurements,
and the related work on analyzing the mixture of
traffic in these measurements. In particular, our
focus is on identifying significant aggregates by
volume given a trace of network flow records. We
have described an existing approach to this prob-
lem in detail, namely, frequent itemset clustering
using an illustration for a case study based on
AutoFocus.
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