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Abstract

The Health Insurance Portability and Accountability Act (HIPAA) has set privacy and security

regulations for the US healthcare industry. HIPAA has also established principles for security standards

that globale-health industry tends to follow. In this paper, a hybrid public key infrastructure solution

(HPKI) is proposed to comply with the HIPAA regulations. Themain contribution is the newe-health

security architecture that is contract oriented instead ofsession oriented which exists in most literatures.

The proposed HPKI has delegated the trust and security management to the medical service provider

during the contract period, which is more realistic. It is much an analogy to existing paper based health

care systems in terms of functional structure. The cryptographically strong PKI scheme is deployed for

the mutual authentication and the distribution of sensitive yet computational non-intensive data while

efficient symmetric cryptographic technology is used for the storage and transmission of high volume

of medical data such as medical images. One advantage is thatthe proposed HPKI can be constructed

from existing cryptographic technologies where various relevant security standards, tools and products

are available. Discussion has been provided to illustrate how proposed schemes can address the HIPAA

privacy and security regulations.

Index Terms

e-health security, standard, PKI, smartcard.
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I. INTRODUCTION

e-health refers to the Internet-enabled healthcare applications involving management of per-

sonal health records or information, and other Internet-based services includinge-Pharmacy

etc. Due to the ease of global access to the information systems, privacy and security is be-

coming a major concern in thee-health systems. In 1996 the Health Insurance Portability and

Accountability Act (HIPAA) was established as the US Federal Law regulating US healthcare

industry. A central part of the HIPAA standard is privacy andsecurity regulations. However, this

federal mandate has not defined how these requirements can beachieved. An increasing effort

has been made in the area of healthcare information technology adoption and healthcare data

interoperability for secure and seamless sharing of healthcare information [1-6][13-15].

Bhatti et al. (2007) [4] proposed a policy-based system to address the following requirements:

1) the integration of privacy and disclosure policies with well known healthcare standards used in

the industry for the purpose of producing precise requirements of a practical healthcare system,

and 2) the provision of ubiquitous healthcare services to patients using the same infrastructure that

can enable federated healthcare management for organizations. More specifically, the disclosure

and privacy policies have been designed by making use of requirements specification based on

a set of use cases for the Clinical Document Architecture (CDA) standard. Also, a context-

aware policy specification language has been proposed, which allows encoding CDA-based

requirements use cases into privacy and disclosure policy rules. Unfortunately, the HIPAA

security regulations are not covered in this framework.

In order to address both HIPAA privacy and security regulations, a summary of requirements

specified in HIPAA privacy and security regulations is provided as follows [6-7].

A. Privacy Regulations

Privacy regulations specify requirements regarding the patients’ rights to understand and

control the use and disclosure of their protected health information (PHI). The PHI includes

a patient’s name, address, contact number, and informationrelated to the medical record [6-7].

B. Security Regulations

The security regulations can be summarized as follows:
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1) Patient’s Understanding: The HIPAA mandates that patients have the right to understand

how their PHI will be used and kept.

2) Confidentiality: Security regulations describe varioussoftware safeguards such as encryp-

tion for health-data confidentiality during storage and transmission.

3) Patient’s Control: By controlling cryptographic keys, patients can control the access to

their PHI.

4) Data Integrity: Medical omissions, tampering, and unauthorized destruction of health in-

formation are prohibited.

5) Consent Exception: The use and disclosure of the PHI without the patient’s authorization

are allowed for life-saving purposes and in other exceptional situations.

Intuitively, a smartcard based cryptographic system appears to be a promising solution [1][6].

In [1], a patient-centric content protection system was suggested which is based on temper-

resistant hardware and popular security protocols for authentication and encryption. High avail-

ability and interoperability of the electronic health record (HER) content protection system is

achieved by the use of a specially designed device called Personalized Media Recorder (PMR).

A symmetric cryptosystem such as AES (Advanced Encryption Standard) is used. However

cryptographic analysis of the proposed overall scheme was not adequately provided.

In [6], a comprehensive cryptographic key management scheme based on the smartcard tech-

nology was proposed. The proposed architecture consists ofa trusted server of the governmental

healthcare office (SG), a server of a health provider (SH), and the patient. The patient registers

at SG and then creates a contract. For encryption, the healthdata card will generate a session

key by hashing a combination of its mater key, identificationof the healthcare provider and a

de-identification such as the service number that is unique in the entire health information of

the patient. For consent decryption, the patient reproduces the session key based on the master

key stored in the smart card, identification of the health care provider and its service number.

For consent exception case, the master key can be recovered by sending the patient’s public data

to the SG. This scheme requires the presence of the smart cardfor each access to the record

which is unrealistic. Quite often, multiple accesses to thePHI are needed by different people

during the whole medical treatment process. Medical test-sample analysis laboratories can be

geographically separated from the outpatient location. Inthe current paper based medical care

practice environment, the patient’s PHI is entirely left tothe medical service provider such as a



ELSEVIER COMPUTER STANDARDS AND INTERFACES, VOL. XX, NO. Y,MONTH 2009 4

hospital. As the hospital needs the convenience of the access to the PHI during the whole medical

treatment process including the period beyond the outpatient process, it is more appropriate to

sign a fixed time-period contract with the hospital and make sure every access to the PHI during

the medical treatment process is securely authorized by thehospital and also recorded for non-

repudiation purpose.

In this paper, a hybrid public key infrastructure (HPKI) scheme is proposed to address above

important issues. The main contribution is the newe-health security architecture that is contract

oriented instead of session oriented which exists in most literatures. The proposed HPKI has

delegated the trust and security management to the medical service provider during the contract

period, which is more realistic. It is much an analogy to existing paper based health care systems

in terms of functional structure. The cryptographically strong PKI scheme is deployed for the

mutual authentication and the distribution of sensitive yet computational non-intensive data, while

efficient symmetric cryptographic technology is used for the storage and transmission of high

volume of medical data such as medical images. One advantageis that the proposed HPKI can be

constructed from existing cryptographic technologies where various relevant security standards,

tools and products are available. Discussion has been provided to illustrate how the proposed

schemes can address the HIPAA privacy and security regulations.

The remaining structure of this paper is outlined as follows. In Section II, a hybrid PKI based

scheme is proposed to address the HIPAA privacy and securityregulations. Section III is for

discussions about the HIPAA compliance. Section IV is devoted to the conclusions and future

works.

II. A HYBRID PKI BASED SCHEME FOR ADDRESSING HIPAA PRIVACY AND
SECURITY REGULATIONS

A general architecture for thee-health system security is shown in Fig. 1. In this system, we

have a smartcard trust center (STC) that issues medicare smartcards. A national medical care

organization can provide this service. A medical center server (MCS) belongs to the place where

a patient registers as the home medical service provider. The MCS has its own database which

stores all relevant data including its patients PHI data. Medical staff and patients get access

to the system through the organizational terminals that areconsidered as physically secure. In
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order to cover the cases of telemedicine and geographicallyseparated medical organizations,

public network (Internet) is used for the connection to the foreign medical service provider. In

the remaining of this paper, the following notations are adopted.

1) (Kx
pr, K

x
pu) refers to (private key, public key) pair of partyx in the PKI system;

2) Ks denotes the shared secret keys in the asymmetric encryption system.

Fig. 1. General architecture of thee-health security system.

The proposed hybrid PKI scheme consists of three parts, namely registration, PHI data upload

and the PHI data retrieval, which will be explained in the sequel.

A. Registration

1) Registration with STC:Similar to the operation of many national medical care systems,

a legitimate recipient of the medical care service will needto register with the STC. A smart
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medical care card ore-health card will be issued and contains the patient’s private-public key

pair and other basic data. As a trusted center, the STC centerwill maintain the private-public key

pair of the patient. A biometric authentication system can also be embedded for stronger security.

A physical presence is needed for the registration which will minimize the security risk at this

phase. For instance, patient A will obtained ane-health smartcard which contains the patient A’s

personal information and PKI pair(KA
pu, K

A
pr). Each medical service provider needs to register

with the STC center that provides a secret-public key pair(Kmcs
pu , Kmcs

pr ). When people register

at the STC, a contract should be signed either in paper or electronic form regarding the terms

and conditions how the smarte-health card should be used. When it comes to the processing of

the medical care service provider’s application, a licensecan only be issued for those who have

implemented satisfactory security mechanisms such as whathave been proposed in this paper.

For management purpose, an audit and accreditation processshould be conducted regularly by

the third party to monitor the wholee-health security system.

2) Internal registration:Similar to the registration process with the STC, a medical personnel

within a medical care service provider such as a hospital needs to register with the organization

and will be issued an organizational smarte-health card containing his/her (public, private) key

pair.

B. PHI Data Generation and Upload within a Medical Care Center

1) Contract key generation:When receiving medical service in the medical center for the

first time, a patient has to register with the medical center.For example, the patient A and the

MCS will sign a temporary contract which will set the terms ofthe PHI data use and protec-

tion. Specifically, the contract allows the medical center unlimited access during this medical

service period to the PHI data under the condition that the MCS implements necessary security

mechanisms. These security mechanisms are audited and accredited by the STC. The contract

also provides explanations regarding the operation of these privacy and security mechanisms.

The signing of this contract will generate a contract cryptographic key as shown in Fig. 2. The

contract also sets an expiry date after which the access fromthe MCS to the PHI data should be

blocked unless a new contract is signed or in exceptional cases. Normally, this contract period

refers to the time framework that is needed for the treatmentof a particular illness which is

estimated by the medical center.
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Fig. 2. Contract key generation.

Based on the PKI theory [9][12], a cryptographic contract key is generated as shown in Fig.

2, which is illustrated as follows:

• Step 0: Patient A provides his public keyKA
pu to the STC. As Patient A has already

registered with the STC, the STC can send a certificate to A viathe messageCA =

EKstc
pr

(T1, IDA, KA
pu). A has the STC’s public keyKstc

pu via secure channel, e.g., in physical

presence in the registration process. Similarly, the medical service provider MCS will get

its own certificateCmcs = EKstc
pr

(T2, IDB, Kmcs
pu ) and the STC’s public key.

• Steps 1 and 2: A and MCS will exchange the certificates. For theMCS, it can decrypt

both certificates as it possesses the STC’s public keyKstc
pu via secure channel, e.g., during

physical presence of the registration process. It is then assured thatKA
pu retrieved from the
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certificateCA = EKstc
pr

(T1, IDA, KA
pu) is indeed the public key from the patient A. This is

because that only STC can create A’s certificate with STC’s private key according to the

PKI characteristics. The same applies to the STC’s certificate received by A. The timestamp

controls the validity period of the certificate.

• Step 3: Patient A will send the messageEKmcs
pu

(NA ‖ IDA) to the MCS. This message

contains the patient’sIDA and a nonceNA which are encrypted using the MCS’s public

key. Only MCS can decrypt this message.

• Step 4: Upon receiving message 3, the MCS is notified that the patient A wants to establish

a contract key. But it has not authenticated the patient A yet. Therefore, it sends back a

challengeEKA
pu

(NA ‖ Nmcs) to the patient A using A’s public key that has been certificated

during Steps 1 and 2. This message also contains a timestamp from the MCS. This message

can only be opened by the patient A. When the patient A has seenthe nonceNA inside, it

has authenticated the MCS as only MCS has the access to the nonce.

• Step 5: Similar to Step 4, the MCS has authenticated the patient A.

• Step 6: Patient A sends a messageEKmcs
pu

(EKA
pu

(Kcontract)) to the MCS encrypted by using

the MCS’s public key and the patient A’s private key. Encryption with the MCS’s public

key ensures that only MCS can open it. Encryption with the patient’s private key ensures

only patient A can create it. The contract cryptographic keyis created which has authorized

the MCS’s access to the A’s PHI data during this particular illness treatment process.

2) PHI data generation and upload:We split up the PHI data into two parts. (1) Part 1:

Data text consists of sensitive textual data including name, address, medical text results, etc. (2)

Part 2: Dataimage consists of large volume of data such as medical images, etc.

Those who are generating the PHI data must sign, encrypt and then send the data back to

the MCS through the following internal uploading protocol as shown in Fig. 3. The retrieval of

these data needs to go through the authentication security protocol as shown in Fig. 4.

For the ease of management, each personnel including medical doctors involved in dealing

with patient PHI data needs to register with the MCS and is issued an internale-health smartcard

that contains the (private key, public key) pair. The medical care personnel, e.g, a doctor, needs

to follow the internal authentication protocol as shown in Fig. 3 for uploading the patient A’s

PHI data to the MCS server. Message 1 is sent by the doctor requesting the permission for

uploading the PHI data. The nonce of the doctor and the patient’s ID are encrypted by the
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Fig. 3. Internal PHI data uploading protocol.

MCS’s public key which ensures that only MCS can open it. MCS also generates a nonce and

sends the contract key. The message is encrypted using the doctor’s public key to ensure that

only this doctor can open this message. When the doctor opensthe message 2, it knows it is

communicating with the MCS as only MCS can have access to the nonceNdoc. It also unlikely

to have a reply attack as the nonce is a random large number which has been generated and sent

milliseconds ago. For the same reason, message 3 allows the MCS to authenticate the doctor.

Message 4 transmits the contract key of the patient to the doctor and message 5 is uploading

the PHI data using symmetric encryption. This is for the efficiency purpose when the PHI data

contains a large volume of image data Dataimage. A signature from the doctor is attached on

top of the hashed Dataimage. If the PHI datam does not have a large volume of image data,

we can upload the PHI datam encrypted using MCS’s public key and signed by the doctor’s

private key.

C. Data Retrieval

During the contract period, we can use the following PHI dataretrieval protocol as shown in

Fig. 4. Messages 1 through 4 are for the purpose of mutual authentication and distribution of the

secret contract key of the patient. The item Retr(m) refers to PHI data that needs to be retrieved.
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Similarly, the large volume of Dataimage is encrypted using the symmetric cryptography for

the efficiency purpose. If no large volume of PHI data Datimage is involved, the system may

choose to send the PHD data encrypted with the doctor’s public key by merging messages 4

and 5.

Fig. 4. PHI data retrieval protocol during contract period.

D. End of Contract

At the end of contract, the MCS will store the PHI data in the form of [EDC,EKmcs
pu

(H(EDC))]

where we have EDC=[EKcontract
(IDdoc, Ndoc, Nmcs, PHI(Data image),Edoc

pr (H(PHI(Data image)))),

Kdoc
pu , EKA

pu
(PHI(Data text))]. This data will be made a copy and delivered via secure channel to

the patient A. Also, a messageEKstc
pu

[PHI(Data text), timestamp,Emcs
pr (H(PHI(Data text)))]

is sent by the MCS to the STC for storage. A de-identification number is used to link the patient

A and his/her EDC in the MCS. By contract, the MCS must destroyPHI(Data text) at this stage.

E. Next Cycle

For the next new medical care service, the patient will sign the new contract accordingly

and provide his PHI(Datatext) using his private key. The patient has an option to use previous

contract key or create a new one. All other processes are the same as that of the first visit.
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F. Mobility

Medical service providers must have formed a federated database. At the foreign MSC, the

PHI data generation and access follow the same protocols as in the home MCS except when

there is a need to get access to the home MCS. As shown in Fig. 5,the patient can provide his

PHI(Data text) to the foreign MCS and the contract key established between the patient and his

home MCS for access to the home MCS. For stronger security, the foreign MCS and the home

MCS need to go through similar authentication process before the contract key can be used for

the access between foreign MCS and the home MCS.

Fig. 5. Mobility process.

G. Emergency

In emergency cases, the medical service provider can retrieve the patient’s PHI(Datatext) data

after mutual authentication with the STC. It can also retrieve the rest data PHI(Dataimage) after

mutual authentication with the home MCS.
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III. DISCUSSIONS

A. Compliance with HIPAA Regulations

1) Patient’s understanding:At the very top level, a patient needs to sign the contract with

both the STC and MCS governing the use of his PHI data.

Contract with STC: A patient needs to sign the contract with the STC when registering for

thee-health smartcard. As the patient has to present in person, the contract can be done either in

paper or electronically. The contract will set up the terms and regulations on how thise-health

smartcard can be used. It also explains how his/her PHI data will be stored in the MCS and how

it will be retrieved without his consent by the MCS in case of exemption.

Contract with MCS: A patient needs to sign the contract with the MCS when visiting the

medical service provider. The patient has to be present in person, and the contract can be signed

either in paper or electronic form [EKA
pu

(contract), EKmcs
pu

(contract)]. The contract will set up

the terms and regulations on how his/her PHI data will be accessed and stored according to the

security protocols illustrated above. The patient will usehis/here-health smartcard to generate

a contract key for the MCS to use.

The signed contract has provided the evidence that the patient understands how his/her PHI

data will be used. It also serves as the evidence that the MCS has committed to follow the

security protocols regarding PHI data generation, retrieval and exemption.

2) Confidentiality: The Contract Key Generation Protocol will ensure that a shared crypto-

graphic key is securely generated by the patient and distributed to the MCS. All PHI data are

either encrypted by this contract key or the patient’s public to obtain confidentiality.

Although no encryption is suggested for the contract key stored in the MCS, the access to the

key has to pass the medical service provider’s internal authentication protocol (such as procedures

1 through 3 as shown in Figs. 3 and 4). The MCS issues its own internal PKI basede-health

smartcard to its personnel who would need access to the patient PHI data. The PKI based

authentication protocol discussed above can provide cryptographic security against unauthorized

access to the PHI data. On top of this conventional PKI protection, this scheme can provide a

better management for the secure access of the PHI data as theMCS has the best knowledge

about its own organization including dynamic personnel update.

3) Patient’s control: Access to the patient’s PHI data is controlled by the patient’s contract

key. The major difference between our proposed scheme and the existing scheme [6] is that
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we delegate the patient’s cryptographic security control to the MCS during the contract period,

while the latter requires the patient’s physical presence each time an access is needed.

Several remarks can be made based on the above discussions.

(a) Often it is infeasible for a patient to be physically present during the whole process of

PHI data generation and analysis. For example, some test sample needs to be sent to

another laboratory for processing and analysis. A doctor needs to have a meeting with

other medical experts to discuss the case. It is therefore unrealistic to encrypt the PHI

data using the patient’s public key at the end of the outpatient service. The contract based

scheme proposed in this paper has solved this problem by delegating the management to

the medical service provider. The medical service providerhas unlimited access to the

generation and retrieval of the patient’s PHI data during the contract period.

(b) The cryptographic strength of the proposed patient’s control scheme is as strong as the

conventional symmetric cryptography if the MCS system is trusted. The proposed contract

based scheme seems to be out of patient’s control during the contract period as relevant

medical service provider has unlimited access to the patient’s PHI data without the patient’s

presence. However, this is just an illusion. The system is cryptographically strong against

non-authorized personnel. For those who have legitimate access to the PHI data, no

technology can prevent the confidentiality problem if they are not trusted. For example, a

medical care personnel involved can write down a note even before presenting it to the

patient.

(c) For storage and transmission of a high volume of PHI data such as medical images, a

symmetric encryption/decryption scheme is deployed usingthe contract key. This will

enhance system efficiency significantly. Furthermore, the computing equipments such as

desktop terminals are computing resource rich and also physically secure within the medical

service provider organization. In [6], computing resourcelimited smartcard is required to

do such a task which is infeasible.

4) Data integrity: Due to the authentication protocol and digital signatures deployed in

the proposed scheme in the PHI data uploading and access, data integrity is ensured. As the

PHI(Data text) is signed and sent to the STC, even the MCS can not tamperthe data after the

contract expires. A copy of such data delivered to the patient can also add protection of data
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integrity and data redundancy. We consider this component as optional though in the system as

this data can get lost relatively easy by the patient. Again,there is a risk that the MCS does not

destroy the PHI(Datatext) at the end of the contract. Our argument is that MCS has the capability

to store the PHI(Datatext) during the process of the legitimate medical care service anyway no

matter what technology is used. In our scheme, the commitment of security management by the

MCS is bound by the legal contract where non-repudiation is ensured cryptographically after

the end of the contract.

5) Consent exception:In the case of life-saving and other exceptional situationswhere the

patient’s authorization is not available, a MCS needs to go through a PKI mutual authentication

protocol with the STC to get patient’s PHI(Datatext).

IV. CONCLUSIONS AND FUTURE WORKS

In this paper, a hybrid public key infrastructure (HPKI) solution is proposed to address the

HIPAA privacy and security regulations ine-health systems. Instead of adopting conventional

session based cryptographic key management, our scheme is contract based. Within this contract

period, the contracted medical service provider has unlimited access to the patient’s PHI data

under the condition that each access is controlled in terms of cryptographic authentication,

encryption and non-repudiation, etc., by the medical service provider within its own organization.

The delegation of patient’s control to the medical service provider has avoided the problem of

requesting a physical presence of the patient for each such access. This architecture is analogy to

the current paper based health care system which is very beneficial to the real life implementation.

The cryptographic strength of the system is as strong as the cryptographic strength of the

cryptographic contract key. The proposed scheme can address the HIPAA privacy and security

regulations.

To balance the needs of strong cryptographic security and efficiency performance, it is sug-

gested to split up the PHI data into textual data part and image data part. For resource less

demanding textual PHI data, we have the option of using strong PKI. While for resource

demanding PHI image data, efficient symmetric cryptographyis a must. Furthermore, a general

digital mammogram is around 50 MB [16]. This will render it impossible to conduct encryption

and decryption within a smartcard which was proposed in [6].Even with efficient advanced
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encryption standard (AES) scheme and powerful desktop PC, encryption of very high volume

of digital medical images is still challenging and is an interesting topic for future research. Non-

conventional encryption theory that is based on the features of medical images shows promising

results [21].

Smartcard based authentication solutions have a fundamental weakness. That is, it can not

authenticate the presenter of the token. The best they can achieve is to prove that the presenter has

the right token and knowledge of the PIN (personal identification number) if the authentication

protocol combines PIN. However, tokens can be lost and stolen. PIN can also be stolen and

guessed out. Biometrics such as fingerprints can provide stronger authentication mechanisms

[17][18]. Although many biometric authentication applications tend to embed biometrics such

as fingerprint into the smartcard, it should be pointed out that the mobile biometrics template

embedded in the smartcard runs a high risk of being comprisedonce the smartcard is stolen or

lost. Recent research indicates that the fingerprint minutiae which can be used to recover the

fingerprint [19]. Reliable mobile template protection is still an open issue [20][22]. It is preferred

to use central matching scheme for the biometric authentication in e-health security systems due

to the fact that it can avoid the issue of mobile template compromise and physically secure

organizational infrastructure can offer better computingresources.
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