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1. Background

Critical infrastructures are important to the national interest and people’s everyday life. US National Strategy for Homeland Security has identified 14 areas for critical infrastructure protection. Some of them are information and telecommunication, food energy, water, transportation, finance and banking, emergency services, chemical industry, public health, power grid etc. At the heart and soul of nearly every one of these critical infrastructures is the SCADA (supervisory, control, and data acquisition) system.  Therefore, the security of the SCADA system has become a central issue. Unfortunately current security technologies deployed in the SCADA system have many flaws accompanied by endless break-in reports. Eg., in 2006, A Zotob worm has penetrated the firewall of the SCADA system in the Australian Holden Car Factory which has cost about $6m dollar loss overnight.  The security strength of a system is not stronger than its weakest part.  

Under the support from iPlatform Institute of RMIT, we have established a project “Providing Integrated Cyber-Security Solutions for Australia Critical Infrastructures”. This project will investigate several relevant advanced security technologies to form an integrated solution for the SCADA systems. As an integral part, a testbed needs to be provided to evaluate existing as well as our own security technologies for the SCADA systems. 

2. Testbed requirements

A typical SCADA simulation architecture is shown in Fig. 1. The industrial process in this example is a simulator for a power plant and the simulation server represents network process in SCADA system.  The industrial process simulator can be purchased. The network simulator (simulation server) can be found via open source. The network simulator models the structure of the SCADA network (e.g., data bus connecting 4 machines, severs and firewalls etc) which includes network packet level activities. It is coded in C++.  
What needs to be done by the research assistant (RA)?

(i) In collaboration with the team (coordinator, PhD student in CS and PhD student in Engineering), the RA needs to integrate all components together and build a functional SCADA security testbed.

(ii) It is preferred to add a Zigbee wireless network component into the network simulator.

(iii) Test the testbed and provide necessary documents

What background is required from the RA?

(i) strong in C++ programming. Or strong in C programming with good knowledge in C++ and can catch up with C++ quickly; Or strong in network programming in C and good knowledge in C++.
(ii) good knowledge in networking
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Fig. 1 A power plant SCADA system simulation architecture
Several useful references
1. Hamed Okhravi, Chris Grier, Matt Davis, Zeb Tate, David Nicol, Tom Overbye. “Cyber-Security Simulation Testbed”.

http://powerworld.com/

http://www.crhc.uiuc.edu/~mili/tmp/RINSE_Project.html
2. Open source of Network Simulator.  iSSFNet, DSSnet, PRIME SSFNet, RINSE(used on the testbed).
3. Carlos, Fariboze, SCADA Simulation. SCADA Security Project Report, 2008.

4.     Reference project links:  http://www.iti.uiuc.edu/ ;   http://www.linklings.net/MOSES/?page=overview 
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